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QUESTION NO: 1

Disaster recovery planning is considered a best practice for all organizations. It is even more important when cloud-
computing services are used.

Which of the following should be included as part of a disaster recovery plan for companies that use cloud-based services?
A. Company organizational chart

B. Malware and anti-virus software updates

C. Service-level agreement with a cloud-provider

D. Inventory of services not dependent on the cloud provider
ANSWER: C

QUESTION NO: 2

SuperBank is considering a cloud service from Local Data Center, Inc., to support the bank's expanding needs. SuperBank's
managers are concerned about security.

What can SuperBank request to protect its data from security threats?
A. For Local Data Center to run multiple hypervisors

B. For Local Data Center to install a DDoS mitigation system

C. For SuperBank staff to manage the servers at Local Data Center, Inc.

D. For SuperBank to perform background checks on the staff at Local Data Center, In.
ANSWER: D

QUESTION NO: 3

Virtualization software transforms the hardware resources of a physical computer to create a fully functional virtual computer
that can run its own operating systems and applications.

In addition to the CPU and RAM, which hardware resources are used by virtualization software?
A. Hard disk and USB devices
B. Hard disk and network devices

C. Virtual hard disk and network devices
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D. Network devices and secondary storage devices
ANSWER: B

QUESTION NO: 4

Selena has decided to change a 32-character unique wireless network name on her wireless router to improve network
security after a break-in. She is following advice from CERT to make this change in order to avoid attacks from botnets.

Which of the following settings would she modify?
A. Direct Sequence Spread Spectrum (DSSS) signal
B. Media Access Control (MAC) address

C. Wi-Fi Protected Access 2 (WPA2)

D. Service Set Identifier (SSID)
ANSWER: D

QUESTION NO: 5

Which term describes a compact personal computer that relies on a touch screen for input, generally uses a solid-state drive
instead of a traditional hard disk, and relies on wireless or mobile networks for connectivity?

A. Tablet
B. Laptop
C. Netbook

D. Portable media player
ANSWER: A

QUESTION NO: 6

Henry is the network manager at XYY Corporation, a large manufacturing company that competes in the global market. The
company's computing environment is extremely complex and includes several proprietary software systems, all of which
require custom configuration of network devices to operate correctly. The company's executive management team believes
that they can benefit by switching the company over to any cloud-based service. Henry disagrees.

What is a disadvantage of cloud-based services that Henry can cite to support his position?

A. Cloud-based services provide no maintenance or support.
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B. Cloud-based services are typically costlier than in-house solutions.

C. The company must typically purchase additional servers to support connections to these types of cloud based service
providers.

D. Cloud-based services are typically more limited in offerings and configurations that the company currently supports in-
house.

ANSWER: D

QUESTION NO: 7

Which of the following is generally a component of a BYOD policy?
A. Scope of control

B. Insurance on devices

C. Maintenance provision

D. Device replacement or upgrade
ANSWER: A

QUESTION NO: 8

You have recently purchased a new wireless router. You would like to configure a name for your wireless network so that
you can easily identify it when scanning available wireless networks.

Which term describes this wireless network device name?
A. Default gateway

B. Wireless access point (AP)

C. Access Point Identifier (API)

D. Service Set Identifier (SSID)
ANSWER: D

QUESTION NO: 9

Which type of attack involves the installation of malicious code on personal computers or servers that redirects Internet traffic
from a legitimate Web site to an identical-looking but malicious imposter Web site?
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A. Pharming
B. Spoofing
C. Phishing

D. Replay
ANSWER: A

QUESTION NO: 10

You want to restrict host access to a wireless access point. What is the best way to do this?

A. Enable MAC address filtering at each host.

B. Log in to the access point and configure featured, such as changing the SSID.

C. Change the Direct Sequence Spectrum (DSSS) signal at both the access point and each hosts NIC.

D. Install software on the host you want to limit, then use a Web browser to log in to the host and configure it with the
necessary settings to use the access point.

ANSWER: B
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