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QUESTION NO: 1

Which two methods can be configured to validate the revocation status of a certificate? (Choose two)

A. CRL

B. Cert-Validation-Profile

C. OCSP

D. CRT

E. SSL /TLS Service Profile

ANSWER: B D 

QUESTION NO: 2

The administrator has enabled BGP on a virtual router on the Palo Alto Networks NGFW, but new routes do not seem to be 
populating the virtual router.

Which two options would help the administrator Troubleshoot this issue? (Choose two.)

A. Perform a traffic pcap on the NGFW lo see any BGP problems

B. View the System logs and look for error messages about BGP

C. View the Runtime Stats and look for problems with BGP configuration

D. View the ACC lab to isolate routing issues.

ANSWER: C D 

QUESTION NO: 3

Which feature prevents the submission of corporate login information into website forms?

A. credential submission prevention

B. file blocking

C. User-ID
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D. data filtering

ANSWER: A 

QUESTION NO: 4

Which event will happen administrator uses an Application Override Policy?

A. The application name assigned to the traffic by the security rule is written to the traffic log. B. The Palo Alto Networks 
NGFW Steps App-ID processing at Layer 4.

B. Threat-ID processing time is decreased.

C. App-ID processing time is increased.

ANSWER: B 

QUESTION NO: 5

An administrator has left a firewall to used default port for all management services. Which three function performed by the 
dataplane? (Choose three.)

A. NTP

B. antivirus

C. NAT

D. WildFire updates

E. file blocking

ANSWER: A C D 

QUESTION NO: 6

Winch three steps will reduce the CPU utilization on the management plane? (Choose three. ) Disable logging at session 
start in Security policies.

A. Disable predefined reports.

B. Reduce the traffic being decrypted by the firewall.

C. Disable SNMP on the management interface.
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D. Application override of SSL application.

ANSWER: A B C 

QUESTION NO: 7

Which virtual router feature determines if a specific destination IP address is reachable'?

A. Ping-Path

B. Path Monitoring

C. Failover

D. Heartbeat Monitoring

ANSWER: B 

QUESTION NO: 8

Which option would an administration choose to define the certificate and protect that Panorama and its managed devices 
uses for SSL/ITS services?

A. Set Up SSL/TLS under Policies > Service/URL Category > Service.

B. Configure on SSL/TLS Profile.

C. Configure a Decryption Profile and select SSL/TLS services.

D. Set up Security policy rule to allow SSL communication.

ANSWER: B 

QUESTION NO: 9

Which three authentication faction factors does PAN-OS® software support for MFA? (Choose three.)

A. Voice

B. Pull

C. SMS

D. Push
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E. Okta Adaptive

ANSWER: A B D 

QUESTION NO: 10

An administrator wants multiple web servers in the DMZ to receive connections from the internet. Traffic destined for 
206.15.22.9 port 80/TCP needs to be forwarded to the server at 10 1.22

Based on the information shown in the age, which NAT rule will forward web-browsing traffic correctly?

A)
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B)

C)

D)

A. Option A

B. Option B

C. Option C

D. Option D

ANSWER: A 
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