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QUESTION NO: 1

Which of the following iterations is correct for the description of the management center?

A. The management server of the management center is responsible for the cleaning of abnormal flow, as well as the 
collection and analysis of business data, and storage, and is responsible for the summary

The stream is reported to the management server for report presentation.

B. The data coking device is responsible for the cleaning of abnormal flow, the centralized management and configuration of 
equipment, and the presentation of business reports.

C. The data collector and management server support distributed deployment and centralized deployment. Centralized 
deployment has good scalability.

D. The management center is divided into two parts: management server and teaching data collector.

ANSWER: D 

QUESTION NO: 2

When the device recognizes a keyword during content filtering detection, which response actions can the device perform? 
(multiple choice)

A. Warning

B. Block

C. Declare

D. Operate by weight

ANSWER: A B D 

QUESTION NO: 3

For Huawei USG600 products, which of the following statements about mail filtering configuration is correct?

A. Cannot control the number of received email attachments

B. When the spam processing action is an alert, the email will be blocked and an alert will be generated

C. You can control the size of the attachment of the received mail
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D. Cannot perform keyword filtering on incoming mail

ANSWER: C 

QUESTION NO: 4

Cloud sandbox refers to deploying the sandbox in the cloud and providing remote detection services for tenants. The 
process includes:

1. Report suspicious files

2. Retrospective attack

3. Firewall linkage defense

4. Prosecution in the cloud sandbox

For the ordering of the process, which of the following options is correct?

A. 1-3-4-2

B. 1-4-2-3

C. 1-4-3-2

D. 3-1-4-2:

ANSWER: C 

QUESTION NO: 5

Which of the following technologies can achieve content security? (multiple choice)

A. Web security protection

B. Global environment awareness

C. Sandbox and big data analysis

D. Intrusion prevention

ANSWER: A B C D 
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QUESTION NO: 6

Regarding the 3 abnormal situations of the file type recognition result, which of the following option descriptions is wrong?

A. File extension mismatch means that the file type is inconsistent with the file extension.

B. Unrecognized file type means that the file type cannot be recognized and there is no file extension.

C. File damage means that the file type cannot be identified because the file is damaged.

D. Unrecognized file type means that the file type cannot be recognized, and the file extension cannot be recognized.

ANSWER: D 

QUESTION NO: 7

Which of the following descriptions are correct for proxy-based anti-virus gateways? (multiple choice)

A. The detection rate is higher than the flow scanning method

B. System overhead will be relatively small

C. Cache all files through the gateway's own protocol stack

D. More advanced operations such as decompression, shelling, etc. can be performed

ANSWER: A C D 

QUESTION NO: 8

After enabling the IP policy, some services are found to be unavailable. Which of the following may be caused by? (multiple 
choice)

A. Only packets in one direction pass through the firewall

B. The same message passes through the firewall multiple times

C. IPS underreporting

D. Excessive traffic causes the Bypass function to be enabled

ANSWER: A B 
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QUESTION NO: 9

Buffer overflows, Trojan horses, and backdoor attacks are all attacks at the application layer.

A. True

B. False

ANSWER: A 

QUESTION NO: 10

Which of the following options are common behavioral characteristics of viruses? (multiple choices)

A. Download and backdoor features

B. Information collection characteristics

C. Self-hidden features

D. Network attack characteristics

ANSWER: A B C D 

Explanation:
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