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QUESTION NO: 1

By default, an individual file is flushed from the Adaptive Threat Protection local reputation cache every:

A. 7 days.

B. 14 days.

C. 30 days.

D. 60 days.

ANSWER: D 

QUESTION NO: 2

The ePO administrators have already tuned and configured dynamic application containment rules within the policy. In which 
of the following ways will dynamic application containment protect against malware once enforcement is enabled?

A. The scan engine will learn the behavior of the application and send up to GT1 for analysis, and then receive an action to 
block all actions from the application's process.

B. If an application's reputation is below the threshold while triggering a block rule and is not an excluded application, 
malicious behavior of the application will be contained.

C. The ENS client will receive the reputation as "highly suspicious" from either the McAfee GTI or TIE server, and then 
immediately uninstall the application on the system.

D. The adaptive threat protection scanner will send the file automatically to a preconfigured "Sandbox" folder and analyze 
the application for malicious features before use.

ANSWER: B 

QUESTION NO: 3

A new ENS policy has been created and deployed, and a user contacts the help desk stating that a particular site is no 
longer accessible. Which of the following ENS Web Control policy categories is the culprit?

A. Options

B. Content Actions

C. Browser Control
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D. Enforcement Messaging

ANSWER: D 

QUESTION NO: 4

Which of the following is the benefit of a TIE server with regard to the Adaptive Threat Protection module?

A. It communicates with McAfee GTI for file and certificate reputation for malicious code.

B. It is required, and the Adaptive Threat Protection will only work with the TIE server.

C. The Threat Protection cache flushes when the reputation rules change.

D. The stored file and certificate reputations are locally stored, making the remediation automatically quicker.

ANSWER: A 

QUESTION NO: 5

Organizational security policy has recently mandated users be made aware of potentially malicious links.

Which of the following features of ENS 10.5 can be used to accomplish this task?

A. Rating Actions

B. Sensitivity Level

C. Event Logging

D. Browser Control

ANSWER: D 

QUESTION NO: 6

Which of the following describes the role of a cloud-based Real Protect scanner?

A. It sends environmental variables to the cloud for analysis.

B. It sends potentially malicious code to the cloud for analysis.

C. It sends behavior information to the cloud for analysis.
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D. It sends personally identifiable information to the cloud for analysis.

ANSWER: B 

QUESTION NO: 7

By using which of the following techniques does Real Protect scanner inspect suspicious files and activities on an endpoint 
to detect malicious patterns?

A. Machine learning

B. Intrusion prevention

C. Sandboxing

D. Static code analysis

ANSWER: B 

QUESTION NO: 8

After enabling a timed group in the firewall policy, in which of the following ways does the user enable the group?

A. Moving the mouse to the upper-right corner of the screen

B. Running MFEtime.exe from the start menu

C. From the McAfee system tray icon

D. Inside the ENS console

ANSWER: C 

QUESTION NO: 9

An ePO administrator needs to add exclusions for a folder. The folder has been created in several locations, including 
C:\Program Files\Custom\Acme or C:\Program Files\Acme, but the folder could be located in other subfolders in the Program 
Files folder. Which of the following is the correct way to write an exclusion for the Acme folder?

A. \Program Files\?\Acme

B. \Program Files\**\Acme
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C. \Program Files\*\Acme

D. \Program Files\??\Acme

ANSWER: C 

QUESTION NO: 10

A user navigates to a website and notices a small blue square around an "M" in the upper-right corner of the Chrome 
browser. Which of the following does the blue color indicate within the toolbar?

A. It is an internal website.

B. Web Control is disabled.

C. No rating is available.

D. It is a phishing website.

ANSWER: C 
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