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QUESTION NO: 1

Which component is part of an Ethernet frame?
A. checksum

B.TTL

C. sequence number

D. frame check sequence
ANSWER: D

QUESTION NO: 2

Refer to the exhibit. HostB is sending a file to HostA. B represents the frame as it leaves the Oshawa router. What is the
Layer 2 destination address of the frame at this point?

— — @) oo =
e |

HostA FTP Servel
IP Address MAC Address
HostA 192 168.1.5 abcd. 1123 .0045
faf/0 (Toronto) | 192.168.1.1 abcd 2246 0035
fa0/ (Toronto) | 19216831 abcd 4444 0012

fa0/ (Oshawa) | 192.1683.2 abcd 1234 5678
ta0/0 (Oshawa) | 192.168.7.1 aabb 7777.3333
FTP Server 192.168.7.17 | aabb 55552222

. abcd.1123.0045
. abcd.1234.5678
. abcd.2246.0035
. abcd.4444.0012

m O O W >

. aabb.5555.2222

ANSWER: D

QUESTION NO: 3

Refer to the topology. Your company has decided to connect the main office with three other remote branch offices using
point-to-point serial links. You are required to troubleshoot and resolve OSPF neighbor adjacency issues between the main
office and the routers located in the remote branch offices.
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An OSPF neighbor adjacency is not formed between R3 in the main office and R5 in the Branch2 office. What is causing the
problem?

A. There is an area |D mismatch.
B. There is a PPP authentication issue; a password mismatch.
C. There is an OSPF hello and dead interval mismatch.

D. There is a missing network command in the OSPF process on R5.

ANSWER: C

Explanation:

The "show ip ospf interface command on R3 and R5 shows that the hello and dead intervals do not match. They are 50 and
200 on R3 and 10 and 40 on R5.

_——

suppensn hello for O meighbor(a) a ] o
Berdall/l B8 wp, line protocel is up Enabled by interfsce sonfig, including secondary Ip addi=sass
Internet Addesss 10.10.340,.5/30, Ares O, Attached wis Interfad Doopbsck imtarface 33 treated as 4 stub Host

Frocess ED 3, Houter ID 192.168.3.7, Mecwork Type POINT To pofBeriall/0 is up, line protocol in p
| P Inmtersat Rddress 10.10.380.6,30, Ares 0, Atcached wia Intetrface Bnabls

[ ) no Ha e

Topalogy-MTIF  Cost Dieabled r— Topulogy B
e 1I|III i BE . Bl F:I.-"E:Ir Process 1D &, Rooter ID LS92.160.5.%, Mevwork Typs POINT TO POINT, Cont) &4
Enobled by interface config, tocluding secomdary ip sddrespss | Topology-HTID Coat Piasbled Ehistdowm Topology Nans

Tramsmit Dwlay is | mec, State POINT_TO POINT o il L] no Basn

Enabled By interface config, including secondary ip addresasa
Trahsnit Dalay is 1 sec, Otabs POINT TO POINT
Timer iptervals seafigured, Hells 10, Desd 40, Walr 48, Reveassmin 4
cob-resync timenst 40
Rello due is 00:00:08
Supports Link-leeal Bigealing [LLE)
Cipco NIF B lper sepport epsbied
IETF ROF helpsr support eedled
Index 3/3, [lood queus Lengih O
Hukt Grl 000w (9]
Last [leod scan lesgth iz &, maximum i3 ©
Lazt Clood poen tims i § meed, maxim=m Qs 0 maec
Beciadl/0 18 sp, line protocnd Ls g Seighbot Count is 0, Adjsceat neighbor coust is 0
Interpet Addrass 10.10.240.1/30, Azes O, Attsched vis Intarfaq Fuppress fells for O melghbor(s]

Frocess I0 1, Mouter 1D 192.168.0.1. Metwork Type POINT To_pofftharnat0/0 fs up, line protocal is up
Tupology-MTID  Cust ity ,,““.,,MI“” ._._.,p_:,];“ ud  Intersar Addvess 172, 0E.114:1784, Arsa @, Abtsched vis Iscerface Ensble

Timer intervals configuzed, Hello 507 Desd 200, Malt 300, Retd
cob~reaync Uiseout 200
ello dos 1 0000138
Pupporcs Link-local Signaling (Lo
Cinoo MEF halper suppert soabisd
[ETT WfF helper support enabled
Index 4/4, flood gueos length O
Bait 0 [0) foxl o)
Last flood scasm length is 0, magisus is B
Last .flood scan time in 0 neec, maximsm ie O mesc
Noighbar Cooht e 0, Adyjscest nobghbod count ls O
Suppress hello fer O pelghbar sl

HWare (37) I "5'

QUESTION NO: 4
Which two options will help to solve the problem of a network that is suffering a broadcast storm? (Choose two.)

A. a Layer 3 switch
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B. a hub
C. a bridge
D. an access point

E. a router

ANSWER: AE

Explanation:

Routers and layer 3 switches will not propagate broadcast traffic beyond the local segment, so the use of these devices is
the best method for eliminating broadcast storms.

QUESTION NO: 5

Refer to the exhibit. How many collision domains are shown?

hub1 Routerd hub2

A.one
B. two
C. three
D. four
E. six

F. twelve

ANSWER: B

Explanation:

Hubs create single collision and broadcast domains.

QUESTION NO: 6

Which two characteristics describe the access layer of the hierarchical network design model? (Choose two.)
A. layer 3 support

B. port security

C. redundant components

dumpsarena.co | Demo Exam - Page 4 of 60


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F283

D. VLANs

E. PoE

ANSWER: B D

Explanation:
The primary function of an access-layer is to provide network access to the end user.

The hardware and software attributes of the access layer that support high availability include security services for additional
security against unauthorized access to the network through the use of tools such as 802.1x, port security, DHCP snooping,
Dynamic ARP Inspection, and IP Source Guard.

QUESTION NO: 7

Which of the following are two local host characters?
A. 32/prefix

B. 255.255.255.0

C. The administrative distance is 0

D. Dynamically learned

ANSWER: AC

QUESTION NO: 8

Which address are OSPF hello packets addressed to on point-to-point networks?
A.224.0.0.5

B. 172.16.0.1

C. 192.168.0.5

D. 223.0.0.1

E. 254.255.255.255

ANSWER: A

Explanation:

Why does the show ip ospf neighbor Command Reveal Neighbors in the Init State?
http://www.cisco.com/en/US/tech/tk365/technologies tech note09186a0080093f11.shtml

OSPF hello packets have a destination address of 224.0.0.5 (the all ospf routers multicast address).

QUESTION NO: 9

Which IPsec security protocol should be used when confidentiality is required?
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A. MD5
B. PSK
C. AH

D. ESP

ANSWER: D

QUESTION NO: 10

Refer to the exhibits labeled A through

E. All devices are to be connected over Ethernet. Which three device-to-device configurations are likely to require the use of
a crossover connection? (Choose three.)

A
e .

Router Router
Router sSwitch
= c
12

Switeh Server
Router
Switeh Hub

A. exhibit A

B. exhibit B

C. exhibit C

D. exhibit D

E. All devices are to be connected over Ethernet. Which three device-to-device configurations are likely to require the use of
a crossover connection? (Choose three.)
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(== A
Router

& 8
Router

= -
Switeh

& 3
Router

&P &» E
switch Hub

exhibit E

ANSWER: AD E

QUESTION NO: 11 - (DRAG DROP)

DRAG DROP

Drag and drop the descriptions of logging from the left onto the correct logging features or components on the right.

Select and Place:

Answer Area
accepts incoming connections
nverqrt}* lines £ buffered logging
displays logging information
during a terminal session console
provides local access to a device syslog server logging
stores log messages externally terminal
stores log messages in RAM terminal monitor
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ANSWER:

Answer Area

stores log messages in RAM

provides local access to a device

stores log messages externally

accepts incoming connections
over vty lines

displays logging information
during a terminal session

QUESTION NO: 12

What information does a router running a link-state protocol use to build and maintain its topological database? (Choose two)
A. hello packets

B. SAP messages sent by other routers

C. LSAs from other routers

D. beacons received on point-to-point links

E. routing tables received from other link-state routers

F. TTL packets from designated routers

ANSWER: AC

QUESTION NO: 13

Instructions i L o A tg
Enter |05 commands on he device to varily network operalion and answer the mulipla-choice questions.
THIS TASK DOES NOT REQUIRE DEVICE CONFIGURATION,

Click the device icon to gain access fo tho console of he device. Mo consale or enable passwonds are required

To access the mulliple-choice guestions, click the numbered boxes on the left of the lop panel

There are four mulliple-choice questions with this task Be sure to answer all four guestions before clicking Mext bublan.

= = om o8 o=
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Scenario

O are a juniod network engineer for a inancial company, and the main office network is expeniencing network issues. Troubleshool the
network ssues. . E

Roular R1 connects the main office to the Internet, and routers R2 and R3 are intermal routers.
MAT |3 enabied on router R1.

e routing prodocol that is enabled between routers R1, B2, and R3 15 RIPv2. :
R1 s5ends the default route into RIPYZ for the intemal routers 1o forward Intermet iraffic fo R1

'You hawve congole access on R1, R2, and R3 devices. Use only show commands to trou bleshoo Ihe-'is LT

Current configuration : 1651 bytes
]

| Ho configuration change since last reatart
version 15.2

sarvice timsstampas debug datetime mesec
sarvice timestamps log datetime msec

no service password-encryption

|

hostname R1

1
boot-start-marker
boot-end-marker

i
1
!

no aaa new-model

clock timezone PST -8 O
mmi polling-interval €0
no mei auto-configure
no mei pve

mmi snmp-timecut 180
1

b

1
| --- More (105) — 1 l
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R1

Current configuration : 1651 bytea

]

! Ho configuration change since last restart
version 15.2

service timestampa debug datetime maec
gervice timesiamps log datetime maec

no service password-encryption

]

hostname R1

1]
boot-start-marker
boot-end-marker

]
]
!

no ass new-model

clock timezone PST -E O
mai polling-interval &0
no mmi auto-configure
no mal pwe

mmi snmp-timecut 180

]

i
'
-—— More {10%) — § l

R1

ip cefl
no ipve cef

multilink bundle-name authenticated

redundancy

—— mMore (799 — |} ‘

ip nat inside scurce list LOCAL interface Ethermet0/0 overload

4 waAanrta O A A0 A A A A A 208 TES 200 27
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ip nat inside source list LOCAL interface Ethermet0/0 overload a

ip route 0.0.0.9 0.0.0.0 209.1685.200.226
i

ip access-list standard RILANBLOCK

deny 10.100.20.0 0.0.0.255

permit any

]

ip access-list extended LOCAL
permit ip host 127.0.0.1 any

control-plane

]

]

(]

]

)

(!

.

line con O

logging synchronous
lins aux O

— More (1) — '
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R1

ip nat inside source list LOCAL interface Ethermetd/0 overload
ip route 0.0.0.0 0.0.0.0 209.165.200.226
(]

ip access-list standard RILANBLOCE
depy 10.100.20.0 0.0.0.25%5
permit any

]

ip accesa-list extended LOCAL
permit ip host 127.0.0.1 any

control-plane
1]
i
I
I
)
i
(]

line con O
logging synchronous
line aux 0
-—- More (7) —

R1

ip access—list extended LOCAL
permit ip host 127.0.0.1 any

]
1]
i
!
ontrol-plans

c
i
!
.
g
!
2
!

line con O

logging synchronous
line sux 0
line voy 0 4

login

transport inpur all

]

otp server 209.165.200.226
(]

end

|18

L

(| 4

R2
Building configuratiom...

dumpsarena.co | Demo Exam - Page 12 of 60

L


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F283

R2
Building configuration... .

Current configuration : 1243 bytes
!

version 15.2

service timestamps debug datetime msec
service timestamps log datecime msec
no ssrvice password-encryption

[}

hostname B2

[

boot-STArT-marker

boot-end-marisr

[}

]

§

no Aaa new-model

clock timezone BST -8 0

mmi polling-interval &0

no mmi Aauto-configure

no mmi pve

mni anmp-timepout 180

[}

I
--- More (92) --- [} l

version 15.2

service timestamps debug dactetime maec
service timestamps log daterime maec
no service password-encryption

1]

hostname R2

]

boot-start-marker

boot-end-marker
i

r

no aaa new-model

clock timezone FST -8 0

mmi polling-interval &0

no mmi auto-configure

no mmi pve |
mml somp-timeout 180

]
ip dhen excluded-addresa 192.168.20.1
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R3

L

Current confiquration : 1115 bytea

]

veraion 15.2

service timestamps debug datetime maec
service timestamps log datetime meec
no service password-encryption

I

hostname R3

[}
boot-starc-marker
boot-end-marker

()

' L
!

no aaa new-model

clock timezone PST -8 0

mmi polling-interval 60

ne mei auto-configure

no mmi pwe

mmi somp-timecut 180

]

maltilink bundle-pname auchenticated
I
I
I
I
I
(i
]
|
!

redundancy

!
:
!
i
i
I

-— More (60) — .

description ***Link t0 Serverd Segmentas*
io addressx 10.100.11.1 255.255.255.0
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R3

description ***Link to Serveri Segmente&*
ip address 10.100.11.1 255.255.255.0

interface Ethernetl/3
ne ip address
ghutdown

i

router rip

version 2

network 10.0.0.0
network 192.168.20.0
network 192 168.250.0
00 AUTO-JUmMmArYy

1

ip forward-protocol nd
I
ip http server

ne

no ip http secure-server
I

i

i

5

control-plane
]

R3

description ***Link to Serveri Segmentcr&¥
ip addresas 10.100.11.1 255.255.255.0
i

interface Ethernec(/3
no ip addreas
shutdown

]
pouter rip

version 2

network 10.0.0.0
network 192.168.20.0
network 192.168.250.0
0o auto—SuUmmary

i

ip forward-protocel nd
I

ip http server
L

|
no
no ip http secure-server
i

]

i

i

control-plane

network 152.168.250.0

no AUCO-SUMBATY
I

ip forward-protococl nd
I
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=

ip forward-protocol nd
I

-

no ip http server

no ip htop secure-server
I

I

I

I

control-plane

[}

lins con 0

logging synchronous

line aux 0

line vty 0 4 1
-— More (5) — l

R3
[
no ip hetp server

no ip http securs-2erver

contrel-plane
(|

|

]

I

I

I

I

line con O

ilogging synchronous

line aux 0

line wvry
login
traneport input all

I

L= ]

4

end

B3 H

Users complain that they are unable to reach Internet sites. You are troubleshooting Internet connectivity problem at main
office. Which statement correctly identifies the problem on Router R1?

A. Interesting traffic for NAT ACL is incorrectly configured.
B. NAT configurations in the interfaces are incorrectly configured.
C. NAT translation statement incorrectly configured.

D. Only static NAT translation configured for the server, missing Dynamic NAT or Dynamic NAT overloading for internal
networks.

ANSWER: B

Explanation:
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If all users cannot access the Internet, then R1 is most likely to cause the problem so we should check it first. From the
“show running-config” command we will see:

R1l# show running—config
<output omitted>

interface Ethernet/0
description Link to ISP
ip address 209.165.200.225 255.255.255.224
ip nat inside
ip virtual-reassembly in
i
interface Ethernetd/1
description Link to Serwver 1
ip address 172.16.200.1 255.255.255.0
ip nat outside
ip virtual-reassenbly in
1
interface Ethernet(/2
description Link to R2Z
ip address 192.168.10.1 255.255.255.252
ip nat outside
ip virtual-reassembly in

Here we see that interface E0/O (connected to ISP) has been configured as “nat inside” while interfaces E0/1 & E0/2
(connected to our company) have been configured as “nat outside”. This is not correct because “nat inside” should be
configured with interfaces connected to our company while “nat outside” should be configured with interfaces connected to
the internet. Therefore, we can conclude the NAT configuration on these interfaces is not correct.

QUESTION NO: 14

192.168.1 0724 192.168.3.C/24

192 168 4.0724

192.168 2 0/24

loopbackO
172 16.2 1124

R3#show ip route

Gateway of last resort is not set

C 192.168.4.0/24 is directly connected, Ethernetl/2

B 192.168.1.0/24 [120/1] wvia 192.168.3.1, 00:00:05, Ethernetl/0

C 152.168.2.0/24 is directly connected, Ethernetl/1

C 192.168.3.0/24 is directly connected, Ethernetl/0

R3Nping 192.168.4.1

Type escape sequence to abort.

Sending 5, 100-byte ICMF Echos to 192.168.4.1, timeout is 2 seconds:
ERRL

Success rate is 100 percent (5/5), round-trip min/avg/max = 64/66/68 ms
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Refer to the exhibit. Router R4 is reachable from Router R3. Which two scenarios would prevent the subnet 172.16.2.0/24
from being added to the routing table on router R3? (Choose two.)

A. Router R4 is running RIPv1 instead of RIPv2.

B. Network updates are looping around routers R1, R2, and R3.
C. The subnet uses a loopback interface.

D. Routers R3 and R4 are running different versions of RIP.

E. The subnet uses a classless network.

F. Router R3 has split horizon enabled.

ANSWER: AD

QUESTION NO: 15

Which of the following privilege level is the most secured?
A.Level 0

B. Level 1

C. Level 15

D. Level 16

ANSWER: C

QUESTION NO: 16

Which two differences between the OSI and TCP/IP networking models are true? (Choose two.)
A. Only the TCP/IP model has a network interface layer.

B. The OSI model places the TCP protocol in the application layer.

C. Only the OSI model has seven layers.

D. Only the TCP/IP model has a session layer.

E. Only the TCP/IP model has six layers.

ANSWER: AC

Explanation:

Reference: https://techdifferences.com/difference-between-tcp-ip-and-osi-model.html

QUESTION NO: 17
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Router? 192.168.201.1 192,168,201 .2 Router2

192.168.200 225 192.168.202.129

7/

Refer to the exhibit. Which command would you use to configure a static route on Router1 to network 192.168.202.0/24 with
a nondefault administrative distance?

A. router1(config)#ip route 192.168.202.0 255.255.255.0 192.168.201.2 1
B. router1(config)#ip route 192.168.202.0 255.255.255.0 192.168.201.2 5
C. router1(config)#ip route 1 192.168.201.1 255.255.255.0 192.168.201.2
D. router1(config)#ip route 5 192.168.202.0 255.255.255.0 192.168.201.2

ANSWER: B

Explanation:

Default AD is one and we are asked to configure a nondefault value.

QUESTION NO: 18

Which two options are characteristics of a local host route? (Choose two.)
A. They are marked with a C in the routing table

B. They have a 255.255.255.0 subnet mask

C. They have a /32 prefix

D. They have an administrative distance of 0

E. They are dynamically learned

ANSWER: CD

dumpsarena.co | Demo Exam - Page 20 of 60


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F283

QUESTION NO: 19

Which option is the default time zone used on Cisco devices?
A.CST

B. UTC

C.EST

D. GMT

E. PST

ANSWER: B

QUESTION NO: 20

Which of the following is true about dynamic routing?
A. Reduces CPU of the network

B. More secure than static

C. Complicates the maintenance

D. Allow fast convergence when a failure happen

ANSWER: D

QUESTION NO: 21

Which two statements about IPv6 SLAAC are true? (Choose two.)

A. The default gateway of the host is configured during the SLAAC process.

B. It is incompatible with DHCP.

C. The host uses the EUI-64 algorithm to calculate the first 64 bits of the destination IPv6 address from the MAC address.
D. It has a built-in mechanism to identify duplicate IP addresses on the network.

E. The host sends a router advertisement message to begin the SLAAC process.

ANSWER: AD

Explanation:

Reference:
https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3se/consolidated guide/b consolidated 3850
3se _cg chapter 0101011.html#concept F73953BD3DA84DE1B5709025CD1D5209

QUESTION NO: 22
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From where does a small network get its IP network address?
A. Internet Assigned Numbers Authority (IANA)

B. Internet Architecture Board (IAB)

C. Internet Service Provider (ISP)

D. Internet Domain Name Registry (IDNR)

ANSWER: C

QUESTION NO: 23

Multicast IP addresses can be grouped into which two address-range assignments? (Choose two.)
A. registered

B. dynamic

C. GLOP

D. source-specific multicast

E. private

ANSWER: AB

QUESTION NO: 24

What are types of IPv6 static routes? (Choose Three.)
A. Recursive routes

B. Directly connected routes

C. Fully specified routes

D. Advertised routes

E. Virtual links

F. Redistributed routes

ANSWER: ABC

QUESTION NO: 25
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« Enler 105 commands on the device to varily network operallon and answer the mulipla-choice questions.
+ THIS TASK DOES NOT REQUIRE DEVICE CONFIGURATION,
= Click the devica icon o gain access to the console of (he device. Mo console or enable passwonds are requined

Instructions AL N A =]

To access the mulliple-cholce guestions, click Ihe numbered boxes on the left of the lop panel
There are four mulliple-choice questions with this task Be sure to answer all four guestions before clicking Mext bublan.

Scenario

Yo are 3 juniod netwaork enginger for a inandal company, and the main ofice network is experiencing network issues. Troubleshool the
natwork issues. : :

Router R1 connedts the main office 1o the Intemet, and routers R2 and R3 are intemal routers.
MAT i enabled on rower R1,

1e-routing profocol thatis enabled between routers R1, R2, and R3 s RIPv2. -
R4 sends the defautt raute into RIPY2 for the (nternal routers to forward intermet treaffic to R1

You have console access onR1, R2, and R3 davices, Lae only show commands to roublesh oo Ill'|e.l|s SUES:

Current coafiguration : 1651 bytes

!

! Bo configuration change since last restart
version 15.2

service tipestampa debuog datetims masc
service tipestamps log datstime mIec
no service password-encryption

I

hogtname R1

!
boot-gtart-marker
boot-end-marker

1
1
I

ne aaa new-model

clock timezone PST -2 O
mni polling-interval 60
no mmi auto-configure
no mei pve

mmi snmp-timecut 120

1
¥

: .
-— More (105) — § l
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R1

Current configuratiom ; 1651 bytes

]

! Ho configuration change =ince last reatart
version 15.2

service timestamps debug datetime msec
gervice timesiamps log datetime moec

no service pasmword-encryption

(]

!;nsmm Rl

boot-start-marker
boot-end-marker

I
]
i

no aaa new-model

clock timezone PST -8 0
mni polling-interval 60
no mmi auto-configure
no mei pwe

moi snmp-timecut 180

]

--- More (105} -— §

R1

ip cefl
no ipve cef

maltilink bundle-name authenticated

redundancy
]
[}
1]
]
]

— More (799 — |}

R1

ip nat inside scurce list LOCAL interface Ethemmet0/0 overload
fdm wArra N A A A A A A A 2006 TS 2A0 29
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R1

ip nat inside source list LOCAL interface Ethermet0/0 overload
ip rourte 0.0.0.0 0.0.0.0 209.165.200.226

i

ip access-list standard RILANBLOCK

deny 10.100.20.0 0.0.0.255

peErmit any

]

ip accesa-list extendsd LOCAL

permit ip host 127.0.0.1 any

A

control-plane
i
]
(]
I
I
I
[}

line con O

logging synchronous
line aux 0

— More (1) —

R1
ip nat inside source list LOCAL interface Ethermet0/0 cverload A
ip route 0.0.0.0 0.0.0.0 209.165.200.226

]

ip access-list standard R2LANELOCK

deny 10.100.20.0 0.0.0.255

permit any

i

ip access-list extended LOCAL

permit ip host 127.0.0.1 any

[

)

]

1

control-plane

]

]

]

]

]

i

.'

line con O

logging synchronous

line aux 0O

- dore (1) — |

R1
ip accegs-list extended LOCAL .

permit ip host 127.0.0.1 any
]
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R2

i =

Building configuration...

Current configurationm @ 1243 bytes

!

version 15.2

gervice timestamps debug datetime moec
service timestamps log datetime msec
no Jervice password-encryption

i

hoscname R2

I

boot-start-marker

boot—end—marker

]

!

I
no ass new-model

clock timezone BST -2 0
mmi polling-interval &0
nn mmi aopto—configure
no mmi pwve

mni anmp-tcimeput 180

i

]
——- More (82) — |} l

version 15.2

service timsstampa debig datetiss masc
service cimestamps log datecime msec
RO service password-encryption

]

hostname R2

(]

boot-starct-marker

boot-end-parier .
|

]

!

no aaa new-model |
clock timezone PST -2 O |
mmi polling-interval &0 |
no mmi apto-configure
no mmi pve

mei sonp-timegut 180
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_ﬂ

]

ip dhcp excluded-addresas 192.168.20.1
I

ip dhcp pool DHCEASSIGHR3
network 10.10.10.0 255.255.255.252

ip cef
no ipvée cef
I

moltilink bundle-name auchenticaced

R2#

R3

Carrent configuration : 1115 bytes

I

versicn 15.2

service timestamps debug daterime msec
service timestamps log datetime maec
no service password-encryption

I

hostname R3
i
boot-starc-marker

boot-end-marker
i

i n
!

no aaa new-model

clock cimszone PST -8 0

mmi polling-interval &0
no mei agto-configure
no mmi pve

mmi soop-timeout 180
]
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ip cef
no ipvé cef

multilink bundle-name suthenticated
I
I
]
!
i
I
i
I
¢

redundancy

--- More (60) --—-

R3
I
:

interface Loopbackd

ip address 192.168.250.3 255.255.255,255
(]

interface Ethernetd/0

deacription *+*Link to LAN®**

ip address 10.100.10.1 255.255.255.0

I

incerface Ethernetdsl
deacription ***Link to Rixs=s
ip sddress dhep

I

interface Ethernet(/2

deacription ***Lipk to Server? Segmentesw
ip address 10.100.11.1 255.355.255.0

]

interface Ethernstl/3
no ip addreas
abutdown

!
router rip

version 2

network 10.0.0.0
network 192.168.20.0

B4
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description ***Link to Serverd Segment**+
ip sddress 10.100.11.1 255.355.255.0

I
interface Ethernetl/3

ne ip address
ahutdown

I

IoULET Tip

version 2

network 10.0.0.0
network 192.1628.20.0
network 192.168.250.0
no auto-Summary

i

ip forward-protocal nd

(]

E

no ip http server

ne ip http pecure-aerver

-

contriol-plane

network 192.168.250.0

O AUTO=-SLINESTY

i
ip forward-protocol nd
I

I
no ip http servar
no ip hotp secure-server

!
I
I
L
control-plane

}
I
|
i
I
I
i

line con O

logging aynchronous
line aux 0
line vty O 4

e mere (5) — 1
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R3
' {
no ip hotp server

no 1p http securs-server

I

[}
I
|
contrel-plane
I
|
)
!
I
I
I

line con O

logging synchronous
line aux 0

line vy C 4

lagin

traneport input all
r

!
end
= g

R1 clock is synchronized with ISP router. R2 is supposed to receive NTP updates from R1. But you observe that R2 clock is
not synchronized with R1. What is the reason R2 is not receiving NTP updates from R1?

A. The IP address that is used in the NTP configuration on R2 router is incorrect.
B. The NTP server command not configured on R2 router.
C. R2 router Ethernet interface that is connected to R1 is placed in shutdown condition.

D. R1 router Ethernet interface that is connected to R2 is placed in shutdown condition.

ANSWER: A

Explanation:

First we should verify if the ports connected between R1 and R2 is in “up/up” state with the “show ip interface brief’
command on R1 & R2.

Rl#show ip interface brief

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 209.165.200.225 YES manual up up
Ethernetl(/1 172.16.200.1 YES manual up up
Ethernetl/2 192.168.10.1 YES manual up up
Ethernet0/3 unassigned YES unset administratively down down
Loopbackl 192.168.250.1 YES manual up up

NVID 192.168.250.1 YES unset up up

R2§show ip interface brief

Interface IP-Address OE? Method Status Protocol
Ethernetu/0 1562.168.20.1 YES manual up up
Ethernet0/1 unassigned YES unset up up
Ethernetl/2 192.168.10.2 ¥ES manual up up
Ethernet(/3 10.100.20.1 YES manual up up
Loopback( 192.168.250.2 YES manual up up

dumpsarena.co | Demo Exam - Page 31 of 60


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F283

Note: We learn R1 & R2 connect to each other via E0/2 interface because the IP addresses of these interfaces belong to
192.168.10.0/30 subnet. Both of them are “up/up” so the link connecting between R1 & R2 is good. Next we need to verify
the ntp configuration on R2 with the “show running-config” command:

R2#show running-config
<putput omitted>

ntp server 192.168.100.1
I

end
So there is only one command related to NTP configuration on R2 so we need to check if the IP address of 192.168.100.1 is

correct or not. But from the “show ip interface brief” command on R1 we don’t see this IP -> This IP address is not correct. It
should be 192.168.10.1 (IP address of interface E0/2 of R1), not 192.168.100.1.

QUESTION NO: 26

Which two configuration steps will prevent an unauthorized PC from accessing the corporate network? (Choose two.)
A. set the port security aging time to 0

. create the port as a protected port and statically assign the MAC address to the address table

. configure the switch to discover new MAC addresses after a set time of inactivity

. enable port security on the switch

m O O W

. create the port as an access port and statically assign the MAC address to the address table

ANSWER: D E

QUESTION NO: 27

Which IPv6 address does a device use for neighbor discovery?
A. the link-local address

B. the multicast address

C. the unique local address

D. the global unicast address

ANSWER: A

QUESTION NO: 28

% Unrecognized host or address, or protocol not running

Refer to the exhibit. You ping a remote device by name from a router, and the ping operation returns this response. What are
two reasons for this problem? (Choose two.)

A. An ACL on the router blocked the ping.
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B. A firewall blocked the ping.
C. The DNS server database does not include a record for the name.
D. The router is blacklisted by the DNS server.

E. Only one DNS server is configured on the router.

ANSWER: CD

QUESTION NO: 29

Which two fields are included in an Ethernet header? (Choose two.)
A. source MAC address

B. destination IP address

C. payload

D. Ether Type

E. source IP address

ANSWER: AD

QUESTION NO: 30

Which two statements about access points are true? (Choose Two)

A. They can provide access within enterprises and to the public.

B. in Most cases, they are physically connected to other network devices to provide network connectivity.
C. They can protect a network from internal and external threats.

D. Most access points provide Wi-Fi and Bluetooth connectivity.

E. They must be hardwired to a modem.

ANSWER: B D

QUESTION NO: 31

Which definition of a host route is true?

A. A route that is manually configured

B. A route used when a destination route is missing.
C. A route to the exact /32 destination address

D. Dynamic route learned from the server.
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ANSWER: B

QUESTION NO: 32

Which two commands will display the current IP address and basic Layer 1 and 2 status of an interface? (Choose two.)
A. router#show version

B. router#show ip interface

C. router#fshow protocols

D. router#show controllers

E. router#show running-config

ANSWER: B C

QUESTION NO: 33

Which effect of the passive-interface command on R1 is true?

R1

Interface FastEthernet0/0 description site id: XXXXXXXX ip address 172.16.0.1 255.255.0.0
Interface FastEthernet0/1 description site id: XXXXXXXX ip address 172.17.0.1 255.255.0.0
router rip

passive-interface FastEthernet0/0 network 172.16.0.0 network 172.17.0.0 version 2

A. It prevents interface Fa0/0 from sending updates.

B. Interface Fa 0/0 operates in RIPv1 mode.

C. It removes the 172.16.0.0 network from all updates on all interfaces on R1.

D. It removes the 172.16.0.0 network from all updates on all interfaces on R1.

ANSWER: A

QUESTION NO: 34

Which two statements are true regarding ICMP packets? (Choose two.)
A. They are encapsulated within IP datagrams.

B. They guarantee datagram delivery.

C. TRACERT uses ICMP packets.

D. They acknowledge receipt of TCP segments.

E. They are encapsulated within UDP datagrams.
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ANSWER: AC

Explanation:

Ping may be used to find out whether the local machines are connected to the network or whether a remote site is
reachable. This tool is a common network tool for determining the network connectivity which uses ICMP protocol instead of
TCP/IP and UDP/IP. This protocol is usually associated with the network management tools which provide network
information to network administrators, such as ping and traceroute (the later also uses the UDP/IP protocol).

ICMP is quite different from the TCP/IP and UDP/IP protocols. No source and destination ports are included in its packets.
Therefore, usual packet-filtering rules for TCP/IP and UDP/IP are not applicable. Fortunately, a special "signature" known as
the packet's Message type is included for denoting the purposes of the ICMP packet. Most commonly used message types
are namely, 0, 3, 4, 5, 8, 11, and 12 which represent echo reply, destination unreachable, source quench, redirect, echo
request, time exceeded, and parameter problem respectively.

In the ping service, after receiving the ICMP "echo request" packet from the source location, the destination.

QUESTION NO: 35

Refer to the exhibit. What kind of cable should be used to make each connection that is identified by the numbers shown?

%4 ........ s Frame Relay ' 4
T
r 4
v
,»-‘.52‘5-;
BT .
g
End-user 3
nio-
Workstation Network Administrator
connected to console port

A. 1 - Ethernet Crossover cable

2 - Ethernet straight-through cable
3 - Fiber Optic cable

4 - Rollover cable

B. 1 - Ethernet straight-through cable
2 - Ethernet straight-through cable

3 - Serial cable

4 - Rollover cable

C. 1 - Ethernet rollover cable
2 - Ethernet crossover cable
3 - Serial cable

4 - Null-modem cable

D. 1 - Ethernet straight-through cable
2 - Ethernet Crossover cable

3 - Serial cable

4 - Rollover cable

E. 1 - Ethernet straight-through cable
2 - Ethernet Crossover cable

3 - Serial cable

4 - Ethernet Straight-through cable

ANSWER: B
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QUESTION NO: 36

Which static route can be used to forward a packet that is destined to 192.168.1.23?
A. ip route 192.168.1.16 255.255.255.252 192.168.255.1

B. ip route 192.168.1.0 255.255.255.240 192.168.255.1

C. ip route 192.168.0.0 255.255.255.0 192.168.255.1

D. ip route 192.168.1.20 255.255.255.252 192.168.255.1

ANSWER: D

QUESTION NO: 37

show Ip route
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

Refer to the exhibit. Router R1 produced this partial output running on a current 10S. Which two statements about R1 and its
network environment are true? (Choose two.)

A. R1 has a combination of local and connected routes totaling two subnets.
B. R1 has learned a maximum of four networks via routing protocols.

C. R1 has a maximum of two connected subnets including local route.

D. R1 has learned at least one network via routing protocols.

E. R1 has a network environment that supports a maximum of 16 hosts.

ANSWER: C D

QUESTION NO: 38

Examine the network diagram and router output shown in the exhibit. Users on the BHM LAN are unable to access the
server attached to the BHE router. What two things should be done to fix this problem? (Choose two.)
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BHM BHE
X S00 S0

snamEn

Faun
console 1
BHM LAN
server

BHWE show ip interface bnief
Interface IP-Address OK? Method Stalus Protocol
FastEthernelQs 192168161 YES NVRAM up up
Seriaili0 192.168.15.2 YES NVRAM administratively down down
FastEthermatl/ 192168171 YES NVRAM adminstratively down down
Seralli unassigned YES NVRAM administratively down down

A. Enter the configuration mode for interface fastethernet0/0.
B. Enter the configuration mode for interface serial0/0.

C. Enter the configuration mode for interface serial0/1.

D. Issue the run command.

E. Issue the enable command.

F. Issue the no shutdown command.

ANSWER: B F

QUESTION NO: 39

Which three network addresses are reserved for private network use? (Choose three.)
A. 10.0.0.0

B. 172.15.0.0

C.172.31.0.0

D. 192.162.24.0

E. 192.168.255.0

F.224.192.0.0

ANSWER: ACE

QUESTION NO: 40
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Some routers have been configured with default routes. What are some of the advantages of using default routes? (Choose
two)

A. They establish routes that will never go down.

B. They keep routing tables small.

C. They require a great deal of CPU power.

D. They allow connectivity to remote networks that are not in the routing table.

E. They direct traffic from the internet into corporate networks.

ANSWER: BD

Explanation:

Cisco administration 101: What you need to know about default routes http://www.techrepublic.com/article/cisco-
administration-101-what-you-need-to-know-about- default-routes/

QUESTION NO: 41

Which command can you enter when you establish a Telnet connection to a network device so that console messages are
displayed?

A. logging buffered
B. logging
C. terminal monitor

D. show cpu

ANSWER: C

QUESTION NO: 42

What are two common TCP applications? (Choose two.)
A.TFTP

B. SMTP

C. SNMP

D.FTP

E. DNS

ANSWER: BD

Explanation:

SMTP uses TCP port 25, while FTP uses TCP ports 20 and 21. http:/pentestlab.wordpress.com/2012/03/05/common-tcpip-
ports/
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| st

You can click on the grey bultons below 1o view the different windows,

Each of the windows can be minimized by clicking on the [-]. You can also reposition a
window by dragging It by the lille bar.

The "Tab"™ key and most commands that use the “Control” or "Escape” keys are not
supporied and are nol necessary lo complete this simulation,

This task requires the use of various show commands

nﬁcx.mmmm o answer
four multiple-choice questions. This task does not require any configuration.

NOTE: The show running-configuration and the show startup-configuration commands have
been disabled In this simulation.

To access the multiplechoice gquestions. click on the numbered boxes on the right of the top
panel.

There are 4 multiple-cholce questions with this task. Be sure lo answer all 4 questions
befors leaving this item,
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= - §

Fress RETURN to get started!
Routerls

What interfaces on Router1 have not had any configurations applied? (Choose two.)
A. Ethernet 0

B. FastEthernet 0/0

C. FastEthernet 0/1

D. Serial 0

E. Serial 0/0

F. Serial 0/1

ANSWER: B F
Explanation:
User the "show ip interface brief" command

Notice that Router1 does not have Ethernet 0 and Serial 0 interfaces. FastEthernet 0/1 and Serial 0/0 were configured with
their IP addresses therefore only FastEthernet 0/0 and Serial0/1 have not had any configurations applied.
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CiscoTerminal

Press RETUFN to get started.

Routerl>en

Routerlfshow ip int brief

Interface [P_Addresz= O0E? Method Status Protocol
astethemet0’] anassigned YES unsat administratively down down |

Fastatharnatl/1 192.168.200.23 YES manual up up

Seriall/0 10.11.12.13 YES manual admsinistratively down down
riall/1 unassigned YES unsat administratively down down |

Rnnt.erl.l_ j
- - = = E -

QUESTION NO: 44

Refer to the exhibit.

router

192.168.100.0/126

/’

hubs
switches 200 users
_ - ==y 192.168.3.0124
- - SN
500 users 60 users
192.168.1.0124 192.168.2.0124

Network E ionP t
\__AREA1 J/ \_ AREA2 J R nng

The junior network support staff provided the diagram as a recommended configuration for the first phase of a four-phase
network expansion project. The entire network expansion will have over 1000 users on 14 network segments and has been
allocated this IP address space.

» 192.168.1.1 through 192.168.5.255

= 192.168.100.1 through 192.168.100.255
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What are three problems with this design? (Choose three.)

A. The AREA 1 IP address space is inadequate for the number of users.

B. The AREA 3 IP address space is inadequate for the number of users.

C. AREA 2 could use a mask of /25 to conserve IP address space.

D. The network address space that is provided requires a single network-wide mask.
E. The router-to-router connection is wasting address space.

F. The broadcast domain in AREA 1 is too large for IP to function.

ANSWER: ACE

Explanation:

The given IP addresses of areas 1 and 3 along with network masks of 24 cannot accommodate 500 users so are
inadequate, while the area 2 is having over capacity so its network mask can be reduced to 25 to accommodate the only 60
users it has.

QUESTION NO: 45

Which statement describes the effect of the exec-timeout 30 command?
A. The router maintains a user session indefinitely after it is active for 30 seconds.
B. The router disconnects the user session if it is inactive for 30 minutes.
C. The router maintains a user session indefinitely after it is active for 30 minutes.

D. The router disconnects a user session if it is inactive for 30 seconds.

ANSWER: B

Explanation:

The "exec-timeout" command is used to configure the inactive session timeout on the console port or the virtual terminal.
The syntax of this command is: exec-timeout minutes [seconds]

Therefore we need to use the "exec-timeout 30" command to set the user inactivity timer to 30 minutes. To set the user
inactivity timer to 30 seconds we use the "exec-timeout 0 30".

Reference: http://www.cisco.com/c/m/en_us/techdoc/dc/reference/cli/nxos/commands/fund/exec-timeout.html

QUESTION NO: 46 - (SIMULATION)

SIMULATION
Instructions

To configure the router (Gotha) click on the console host icon that is connected to a router by a serial console cable (shown
in the diagram as a dashed black line).

You can click on the buttons below to view the different windows.

Each of the windows can be minimized by clicking on the [-]. You can also reposition a window by dragging it by the title bar.
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The “Tab” key and most commands that use the “Control” or “Escape” keys are not supported and are not necessary to
complete this simulation. The help command does not display all commands of the help system.

Scenario

Central Florida Widgets recently installed a new router in their Gotha office. Complete the network installation by performing
the initial router configurations and configuring RIPv2 routing using the router command line interface (CLI) on the Gotha
router.

Configure the router per the following requirements:
Name of the router is Gotha
Enable-secret password is mi222ke

The password access user EXEC mode using the console is G8tors1 The password to allow telnet access to the router is
dun63ap IPv4 addresses must be configured as follows:

Ethernet network 209.165.201.0/27 — router has fourth assignable host address in subnet. Serial network is 192.0.2.176/28 —
router has last assignable host address in the subnet. Interface should be enabled. Routing protocol is RIPv2.

Gotha
LAM Swilch
162.165.201.0/27

MHetwirk

TAMpa Gotha

Attention:

In practical examinations, please note the following, the actual information will prevail.
1. Name of the router is xxx

2. Enable. secret password is xxx

3. Password In access user EXEC mode using the console is xxx

4. The password to allow telnet access to the router is xxx

5. IP information

ANSWER: See the explanation for the answer
Explanation:

Router>enable

Router#config terminal

Router(config)y#hostname Gotha

2) Enable-secret password (cisco10):
Gotha(config)#enable secret mi222ke

3) Set the console password to G8tors1:
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Gotha(config)#line console 0

Gotha(config-line)#password G8tors1

Gotha(config-line)#login Gotha(config-line)#exit

4) Set the Telnet password to dun63lap:

Gotha(config)#line vty 0 4

Gotha(config-line)#password dun63lap

Gotha(config-line)#login Gotha(config-line )#exit

5) Configure Ethernet interface (on the right) of router Gotha:

Ethernet network 209.165.201.0 /27 - Router has the fourth assignable host address in subnet.
Ethernet Interface on router R2 is Fast Ethernet 0/0 as per the exhibit

First we need to identify the subnet mask Network: 209.165.201.0 /27

Subnet mask: /27: 27 bits =8 +8 +8 + 3

=8(bits).8(bits).8(bits) .11100000 (3bits)

=255.255.255.11100000

=11100000 = 128+64+32+0+0+0+0+0

=224

Subnet mask: 255.255.255.224

Different subnet networks and there valid first and last assignable host address range for above subnet mask are
Subnet Networks :::::: Valid Host address range :::::: Broadcast address
209.165.201.0 :::::: 209.165.201.1 - 209.165.201.30 ::::: 209.165.201.31
209.165.201.32 :::::: 209.165.201.33 - 209.165.201.62 ::::: 209.165.201.63
209.165.201.64 :::::: 209.165.201.65 - 209.165.201.94 :::::: 209.165.201.95
209.165.201.96 :::::: 209.165.201.97 - 209.165.201.126 :::::: 209.165.201.127
209.165.201.128 :::::: 209.165.201.129 - 209.165.201.158 :::::: 209.165.201.159
209.165.201.160 :::::: 209.165.201.161 - 209.165.201.190 :::::: 209.165.201.191
209.165.201.192 :::::: 209.165.201.193 - 209.165.201.222 :::::: 209.165.201.223

209. 165.201.224 :::::: 209.165.201.225 - 209.165.201.254 :::::: 209.165.201.255 Use above table information for network
209.165.201.0 /27 to identify First assignable host address: 209.165.201.1

Last assignable host address: 209.165.201.30

Fourth assignable host address: 209.165.201.4

Assign the fourth assignable host address to Fa0/0 interface of Gotha router:
Gotha(config)#interface Fa0/0

Gotha(config-if}#ip address 209.165.201.4 255.255.255.224
Gotha(config-if)#no shutdown Gotha(config-if)#exit

6) Configure Serial interface (on the left) of router Gotha:
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Serial Network is 192.0.2.176 /28 - Router has the last assignable host address in subnet.
Serial Interface on R2 is Serial 0/0/0 as per the exhibit

First we need to identify the subnet mask

Network: 192.0.2.176 /28

Subnet mask: /28: 28bits = 8bits+8bits+8bits+4bits

=8(bits).8(bits).8(bits) .11110000 (4bits) =255.255.255.11100000

=11100000 = 128+64+32+16+0+0+0+0

=240

Subnet mask: 255.255.255.240

Different subnet networks and there valid first and last assignable host address range for above subnet mask are Subnet
Networks ::::: Valid Host address ::::::::::: Broadcast address

192.0.2.0 :::::: 192.0.2.1 - 192.0.2.14 ::::::: 192.0.2.15

192.0.2.16 ::::::: 192.0.2.17 - 192.0.2.30 ::::::: 192.0.2.31

192.0.2.32 :::::::: 192.0.2.33 - 192.0.2.46 :::::: 192.0.2.47

192.0.2.48 :::::: 192.0.2.49 - 192.0.2.62 ::::::: 192.0.2.64

192.0.2.64 ::::::: 192.0.2.65 - 192.0.2.78 ::::::: 192.0.2.79

192.0.2.80 :::::::: 192.0.2.81 - 192.0.2.94 :::::: 192.0.2.95

192.0.2.96 :::::: 192.0.2.97 - 192.0.2.110 ::::::: 192.0.2.111

192.0.2.112 ::::::: 192.0.2.113 - 192.0.2.126 ::::::: 192.0.2.127

192.0.2.128 :::::::: 192.0.2.129 - 192.0.2.142 :::::: 192.0.2.143

192.0.2.144 :::::: 192.0.2.145 - 192.0.2.158 ::::::: 192.0.2.159

192.0.2.160 ::::::: 192.0.2.161 - 192.0.2.174 ::::::: 192.0.2.175

192.0.2.176 :::::::: 192.0.2.177 - 192.0.2.190 :::::: 192.0.2.191 and so on ...
Use above table information for network 192.0.2.176 /28 to identify

First assignable host address: 192.0.2.177

Last assignable host address: 192.0.2.190

We need to configure Last assignable host address (192.0.2.190) on serial 0/0/0 using the subnet mask 255.255.255.240
Assign the last assignable host address to S0/0/0 interface of Gotha router:
Gotha(config)#interface S0/0/0 (or use interface S0/0 if not successful)
Gotha(config-if)#ip address 192.0.2.190 255.255.255.240
Gotha(config-if)j#no shutdown Gotha(config-if)#exit

7) Configure RIP v2 routing protocol:

Gotha(config)#router rip Gotha(config-router)#version 2 Gotha(config-router)#network 209.165.201.0 Gotha(config-
router)#network 192.0.2.176 Gotha(config-router)#end Save the configuration:

Gotha#copy running-config startup-config

Finally, you should use the ping command to verify all are working properly!
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QUESTION NO: 47

Which three statements are correct about RIP version 2?7 (Choose three.)
A. It uses broadcast for its routing updates.

B. It supports authentication.

C. ltis a classless routing protocol.

D. It has a lower default administrative distance then RIP version 1.

E. It has the same maximum hop count as RIP version 1.

F. It does not send the subnet mask any updates.

ANSWER: BCE

QUESTION NO: 48

What OSPF command, when configured, will include all interfaces into area 07?
A. network 0.0.0.0 255.255.255.255 area 0

B. network 0.0.0.0 0.0.0.0 area 0

C. network 255.255.255.255 0.0.0.0 area O

D. network all-interfaces area 0

ANSWER: A

QUESTION NO: 49

When you troubleshoot an IPv4 connectivity issue on a router, which three router configuration checks you must perform?
(Choose three)

A. Verify that the router interface IP address IP address is correct.
B. Verify that the DNS is configured correctly.

C. Verify that the router and the host use the same subnet mask.
D. Verify that the router firmware is up-to-date.

E. Verify that a default route is configured.

F. Verify that the route appears in the Routing table

ANSWER: ACF

QUESTION NO: 50

Refer to the exhibit. What does the address 192.168.2.167 represent?
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Router# copy startup-config tftp

Address or name of remote host [[? 192.168.2.167 Destination filename [router-config]?

1476 bytes copied in 0.080. secs (5950 bytes/sec)

Router#

A. the TFTP server from which the file startup-config is being transferred
B. the router from which the file startup-config is being transferred

C. the TFTP server from which the file router-confg is being transferred
D. the TFTP server to which the file router-confg is being transferred

E. the router to which the file router-confg is being transferred

F. the router to which the file startup-config is being transferred

ANSWER: D

QUESTION NO: 51

l

=)

| ¥ou can click on the grey bultons below to view the different windows,

Each of the windows can ba minimized by clicking on the [-]. You can also reposition a
window by dragging it by the litle bar

The "Tab" key and most commands that use the "Control” or "Escape” keys are nol
supported and are nol necessary lo complete this simulation,

Scanario : )

==

This task requires the use of various show commands from the CLI of Router to answer
four multiple-choice guestions. This lask does not require any configuralion.

NOTE: The show running-configuralion and the show startup-configuration commands have
been disabled in this simulation.

To access the multiple-choice guestions. click on the numbered baxes on the nght of the top
panel.

There are 4 mulliple-cholce questions with this lask. Be sure lo answer all 4 questions
before leaving Lhis [tem,
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Topology L]

Switchl

Preas RETURN to get atarted!
Routerls>

What is the subnet broadcast address of the LAN connected to Router1?

A. 192.168.8.15
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B. 192.168.8.31
C. 192.168.8.63
D. 192.168.8.127

ANSWER: A

Explanation:

CiscoTerminal

Fress RETURM to get started.

Routarl>en

Routerlishow ip int bnef

Interface [P-Address oK?
Fastethemet0/0 dnagsigned YES
Fastethernet0/1 192.168.200.23 | yes
Serial0/0 10.11.12.13 YES
Sarial0/1 unassigned YES
Rooterl§ L

Method Status Protocol
unsat administratively down down

manusl up up
manual administratively down down

unsot adainistratively down down

User the "show interface fa0/1" command
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CiscoTerminal

Routerl#show int fal/l
FastEthernetl/l ia Up, line protocol is Up
Hardware is Lance, gddresg i= 0010, 7h#
Internst address i
HTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Eeepalive set (10 sec)
Full-duplex, 100Mb/s, 100BaseTX/FX
ARP type: ARPA, ARP Timecut 04:00:00
Last input 00:00:27, output 00:00:02, output hangnever
Last clearing of "show interface ™ CoDintersnever
Quevaing stratagy: fifo
gutput queue 0/40, O drops ; input quene 0/73, 0 drops
5 minute input rate Obits/sec, O packets/sec
S5 minute cutput rate 0 bits/sec, 0 packets/sec
3531 packets input, 12022189 bytss, 0 no buffer
Received 3581 broadcasts, 0 runts, 0 gianta;, 0 throttles
0 input errors, 0 CRC, O frame, 0 overrun, 0 ignored, 0 abort
0 imput packets with dribble condition detected
24213 packets cutput, 2101260 bytes, 0 underruns
0 output arrors, 0 collisions, 12 intarface resats
0 babbles, 0 late collision, 0 deferred

.4e2d{bia 0010_Tb8l.4e2d)

=—Mapg==

QUESTION NO: 52

Which statement about standard access list is true?

A. They have an implicit permit statement at the end to allow all traffic

B. They can use either a wildcard mask or a subnet mask to identify host

C. They can be identified by a number from 1 to 99

D. They must be placed close to the source of traffic

ANSWER: C

QUESTION NO: 53

Which three commands are required to enable NTP authentication on a Cisco router? (Choose three)

A. ntp peer

B. ntp max-associations
C. ntp authenticate

D. ntp trusted-key

E. ntp authentication-key

F. ntp refclock

ANSWER: CDE
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QUESTION NO: 54

Refer to the exhibit. Assume that all router interfaces are operational and correctly configured. In addition, assume that
OSPF has been correctly configured on router R2. How will the default route configured on R1 affect the operation of R2?

OSPF
/ Area 0 172.16.16.0/20

f oo, 200.0.0.2/30 Eal/o

gson 172.16.100.1/30 —l—
o 5010 T

Faidi1
172.16.0.0/20

172.16.100.128727 Fa1.0
e 172.16.32.0/22
R1 Routing Commands: ™ /

ip route 0.0.0.0 0.0.0.0 serial0/0 Hw—’ /
router ospf 1 R

network 172.16.100.0 0.0.0.3 area 0
network 172.16.100.64 0.0.0.63 area 0
network 172.16.100.128 0.0.0.31 area 0
default-information originate

A. Any packet destined for a network that is not directly connected to router R2 will be dropped immediately.

B. Any packet destined for a network that is not referenced in the routing table of router R2 will be directed to R1. R1 will
then send that packet back to R2 and a routing loop will occur.

C. Any packet destined for a network that is not directly connected to router R1 will be dropped.

D. The networks directly connected to router R2 will not be able to communicate with the 172.16.100.0, 172.16.100.128, and
172.16.100.64 subnetworks.

E. Any packet destined for a network that is not directly connected to router R2 will be dropped immediately because of the
lack of a gateway on R1.

ANSWER: B

Explanation:

First, notice that the more-specific routes will always be favored over less-specific routes regardless of the administrative
distance set for a protocol. In this case, because we use OSPF for three networks (172.16.100.0 0.0.0.3, 172.16.100.64
0.0.0.63, 172.16.100.128 0.0.0.31) so the packets destined for these networks will not be affected by the default route. The
default route configured on R1 "ip route 0.0.0.0 0.0.0.0 serial0/0 will send any packet whose destination network is not
referenced in the routing table of router R1 to R2, it doesn't drop anything. These routes are declared in R1 and the question
says that "OSPF has been correctly configured on router R2, so network directly connected to router R2 can communicate
with those three subnetworks.

As said above, the default route configured on R1 will send any packet destined for a network that is not referenced in its
routing table to R2; R2 in turn sends it to R1 because it is the only way and a routing loop will occur.

QUESTION NO: 55

What are two recommended ways of protecting network device configuration files from outside network security threats?
(Choose two.)

A. Allow unrestricted access to the console or VTY ports.
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B. Use a firewall to restrict access from the outside to the network devices.
C. Always use Telnet to access the device command line because its data is automatically encrypted.
D. Use SSH or another encrypted and authenticated transport to access device configurations.

E. Prevent the loss of passwords by disabling password encryption.

ANSWER: B D

QUESTION NO: 56

What is the most efficient subnet mask for a point to point ipv6 connection?
A. /127

B. /128

C. /64

D. /48

E. /32

ANSWER: A

QUESTION NO: 57

You have configured the host computers on a campus LAN to receive their DHCP addresses from the local router to be able
to browse their corporate site. Which statement about the network environment is true?

A. It supports a DNS server for use by DHCP clients.
B. Two host computers may be assigned the same |IP address.
C. The DNS server must be configured manually on each host.

D. The domain name must be configured locally on each host computer.

ANSWER: A

Explanation:
DHCP supports configuring a domain name to assign to the DHCP clients. For example:
Router(config)#ip dhcp pool CLIENTS

Router(dhcp-config)#name server 8.8.8.8

QUESTION NO: 58

For which reason does a DNS client use a DNS server?

A. to assign an IP address
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B. to verify network connectivity
C. to resolve an FQDN to an IP address

D. to resolve an IP address to an FQDN

ANSWER: C

QUESTION NO: 59

Which name describes an IPV6 host-enable tunneling technique that uses IPV4 UDP,does not require dedicated gateway
tunnels, and can pass through existing IPV4 NAT gateways?

A. dual stack XX
B. dynamic
C. Teredo

D. Manual 6to4

ANSWER: C

QUESTION NO: 60 - (DRAG DROP)

DRAG DROP

You are configuring a default route on a Cisco router. Drag and drop the commands from the left into the correct sequence
on the right. Not all commands are used.

Select and Place:

configure terminal first

enable second
exit third

ip route 0.0.0.0 0.0.0.0 10.20.20.1 fourth
ip routing fifth

ANSWER:
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configure terminal enable

enable configure terminal
exit ip routing
ip route 0.0.0.0 0.0.0.0 10.20.20.1 ip route 0.0.0.0 0.0.0.0 10.20.20.1
ip routing exit

QUESTION NO: 61

Which of the following are types of flow control? (Choose three.)
A. buffering

B. cut-through

C. windowing

D. congestion avoidance

E. load balancing

ANSWER: ACD

Explanation:

http://www.info-it.net/cisco/ccna/exam-tips/flow-control.php

During Transfer of data, a high speed computer is generating data traffic a lot faster than the network device can handle in
transferring to destination, so single gateway or destination device cannot handle much amount of traffic that is called
"Congestion".

Buffering

The Technie is used to control the data transfer when we have congestion, when a network device receive a data it stores in
memory section and then transfer to next destination this process called "Buffering".

Windowing Whereas Windowing is used for flow control by the Transport layer. Say the sender device is sending segments
and the receiver device can accommodate only a fixed number of segments before it can accept more, the two devices
negotiate the window size during the connection setup.

This is done so that the sending device doesn't overflow the receiving device's buffer. Also the receiving device can send a
single acknowledgement for the segments it has received instead of sending an acknowledgement after every segment
received. Also, this window size is dynamic meaning, the devices can negotiate and change the window size in the middle of
a session. So if initially the window size is three and the receiving device thinks that it can accept more number of segments
in its buffer it can negotiate with the sending device and it increase it to say 5 for example. Windowing is used only by TCP
since UDP doesn't use or allow flow control.

QUESTION NO: 62
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ROUTER# show ip route

192.168.12.0/24 is variably subnetted, 9 subnets, 3 masks

C 192.168.12.64 /28 is directly connected, Loopback1

C 192.168.12.32 /28 is directly connected, Ethernet0

C 192.168.12.48 /28 is directly connected, Loopback0

0 192.168.12.236 /30 [110/128] via 192.168.12.233, 00:35:36, Serial0 C 192.168.12.232 /30 is directly connected, Serial0

0 192.168.12.245 /30 [110/782] via 192.168.12.233, 00:35:36, Serial0 O 192.168.12.240 /30 [110/128] via 192.168.12.233,
00:35:36, Serial0 O 192.168.12.253 /30 [110/782] via 192.168.12.233, 00:35:37, Serial0 O 192.168.12.249 /30 [110/782] via
192.168.12.233, 00:35:37, Serial0 O 192.168.12.240/30 [110/128] via 192.168.12.233, 00:35:36, Serial 0

To what does the 128 refer to in the router output above?
A. OSPF cost

B. OSPF priority

C. OSPF hop count

D. OSPF ID number

E. OSPF administrative distance

ANSWER: A

Explanation:

The first parameter is the Administrative Distance of OSPF (110) while the second parameter is the cost of OSPF.

QUESTION NO: 63

Which three statements are true about the operation of a full-duplex Ethernet network? (Choose three.)
A. The host network card and the switch port must be capable of operating in full-duplex mode.

B. Ethernet hub ports are preconfigured for full-duplex mode.

C. A dedicated switch port is required for each full-duplex node.

D. There are no collisions in full-duplex mode.

E. In a full-duplex environment, the host network card must check for the availability of the network media before
transmitting.

ANSWER: ACD

Explanation:

Half-duplex Ethernet is defined in the original 802.3 Ethernet and Cisco says you only use one wire pair with a digital signal
running in both directions on the wire. It also uses the CSMA/CD protocol to help prevent collisions and to permit
retransmitting if a collision does occur. If a hub is attached to a switch, it must operate in half-duplex mode because the end
stations must be able to detect collisions. Half-duplex Ethernet--typically 10BaseT--is only about 30 to 40 percent efficient as
Cisco sees it, because a large 10BaseT network will usually only give you 3- to 4Mbps--at most. Full-duplex Ethernet uses
two pairs of wires, instead of one wire pair like half duplex. Also, full duplex uses a point-to-point connection between the
transmitter of the transmitting device and the receiver of the receiving device, which means that with full-duplex data transfer,
you get a faster data transfer compared to half duplex. And because the transmitted data is sent on a different set of wires
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than the received data, no collisions occur. The reason you don't need to worry about collisions is because now Full-duplex
Ethernet is like a freeway with multiple lanes instead of the single-lane road provided by half duplex. Full-duplex Ethernet is
supposed to offer 100 percent efficiency in both directions; this means you can get 20Mbps with a 10Mbps Ethernet running
full duplex, or 200Mbps for FastEthernet.

QUESTION NO: 64

In which CLI configuration mode can you configure the hostname of a device?
A. line mode

B. interface mode

C. global mode

D. router mode

ANSWER: C

QUESTION NO: 65

What layer of the OSI Model is included in TCP/IP Model's INTERNET layer?
A. Application

B. Session

C. Data Link

D. Presentation

E. Network

ANSWER: E

QUESTION NO: 66

While troubleshooting a DCHP client that is behaving erratically, you discover that the client has been assigned the same IP
address as a printer that is a staticlP address. Which option is the best way to resolve the problem?

A. Configurea static route to the client.

B. Assign the client the same IP address as the router.
C. Move the client to another IP subnet

D. Move the printer to another IP subnet.

E. Reservethe printer IP address.

ANSWER: E
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QUESTION NO: 67

Which two pieces of information can be shared with LLDP TLVs? (Choose two)
A. device management address.

B. device type

C. spanning-tree topology

D. routing configuration

E. access-list configuration

ANSWER: AB

Explanation:

TLV advertises a single type of information such as its device ID, type or management addresses.

QUESTION NO: 68

Which three values must you specify to resequence an IP access list? (Choose three.)
A. access list name

B. increment

C. starting sequence number

D. interface

E. dynamic access list number

F. ending sequence number

ANSWER: ABC

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec _data_acl/configuration/12-2sx/sec-data-acl-12-2sx-
book/sec-acl-seq-num-persistent.pdf

QUESTION NO: 69

Which three options are types of Layer 2 network attack? (Choose three.)
A. ARP attacks

B. brute force attacks

C. spoofing attacks

D. DDOS attacks

E. VLAN hopping

F. botnet attacks
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ANSWER: ACE

QUESTION NO: 70

Which two IP addresses fall within the multicast IP address range? (Choose two.)
A. 222.0.0.1

B. 224.0.0.1

C. 238.0.0.1

D. 240.0.0.1

E. 248.0.0.1

ANSWER: B C

QUESTION NO: 71

The network administrator is using a Windows PC application that is called putty.exe for remote communication to a switch
for network troubleshooting. Which two protocols could be used during this communication? (Choose two).

A. SNMP
B. HTTP

C. Telnet
D. RMON
E. SSH

ANSWER: CE

QUESTION NO: 72

A switch receives a frame on one of its ports. There is no entry in the MAC address table for the destination MAC address.
What will the switch do with the frame?

A. drop the frame
B. forward it out of all ports except the one that received it
C. forward it out of all ports

D. store it until it learns the correct port

ANSWER: B

Explanation:

Understanding this concept is prime for understanding that when switch receives the data frame from the host not having the
MAC address already in the MAC table, it will add the MAC address to the source port on the MAC address table and sends
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the data frame. If the switch already has the MAC address in its table for the destination, it will forward the frame directly to
the destination port. If it was not already in its MAC table, then they frame would have been flooded out all ports except for
the port that it came from.

QUESTION NO: 73

Which equipment is needed to connect hosts between VLAN 10 and VLAN 207
A. hub

B. switch

C. router

D. firewall

E. APC

ANSWER: C

QUESTION NO: 74

Which of the following statements describe the network shown in the graphic? (Choose two.)

Sales Froduction

A. There are two broadcast domains in the network.
B. There are four broadcast domains in the network.
C. There are six broadcast domains in the network.
D. There are four collision domains in the network.
E. There are five collision domains in the network.

F. There are seven collision domains in the network.

ANSWER: AF
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QUESTION NO: 75

Which value represents a host route?
A. 192.168.1.0/30

B. 192.168.1.0/24

C. 192.168.1.2/31

D. 192.168.1.0/32

ANSWER: D
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