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QUESTION NO: 1

Which of the following conditions are required for establishing an IPSec VPN between two FortiGate devices? (Choose two.)

A. If XAuth is enabled as a server in one peer, it must be enabled as a client in the other peer.

B. If the VPN is configured as route-based, there must be at least one firewall policy with the action set to IPSec.

C. If the VPN is configured as DialUp User in one peer, it must be configured as either Static IP Address or Dynamic DNS in 
the other peer.

D. If the VPN is configured as a policy-based in one peer, it must also be configured as policy-based in the other peer.

ANSWER: B C 

QUESTION NO: 2

An administrator observes that the port1 interface cannot be configured with an IP address. What can be the reasons for 
that? (Choose three.)

A. The interface has been configured for one-arm sniffer.

B. The interface is a member of a virtual wire pair.

C. The operation mode is transparent.

D. The interface is a member of a zone.

E. Captive portal is enabled in the interface.

ANSWER: A B C 

QUESTION NO: 3

View the exhibit.
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Why is the administrator getting the error shown in the exhibit?

A. The administrator must first enter the command edit global.

B. The administrator admin does not have the privileges required to configure global settings.

C. The global settings cannot be configured from the root VDOM context.

D. The command config system global does not exist in FortiGate.

ANSWER: C 

QUESTION NO: 4

View the exhibit.
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Which of the following statements are correct? (Choose two.)

A. This setup requires at least two firewall policies with the action set to IPsec.

B. Dead peer detection must be disabled to support this type of IPsec setup.

C. The TunnelB route is the primary route for reaching the remote site. The TunnelA route is used only if the TunnelB VPN is 
down.

D. This is a redundant IPsec setup.

ANSWER: C D 

QUESTION NO: 5

Which of the following route attributes must be equal for static routes to be eligible for equal cost multipath (ECMP) routing? 
(Choose two.)

A. Priority

B. Metric

C. Distance

D. Cost

ANSWER: A C 
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QUESTION NO: 6

Examine the network diagram and the existing FGTI routing table shown in the exhibit, and then answer the following 
question:

An administrator has added the following static route on FGTI.

Since the change, the new static route is not showing up in the routing table. Given the information provided, which of the 
following describes the cause of this problem?

A. The new route’s destination subnet overlaps an existing route.

B. The new route’s Distance value should be higher than 10.
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C. The Gateway IP address is not in the same subnet as port1.

D. The Priority is 0, which means that this route will remain inactive.

ANSWER: C 

QUESTION NO: 7

Which statements are true regarding firewall policy NAT using the outgoing interface IP address with fixed port disabled? 
(Choose two.)

A. This is known as many-to-one NAT.

B. Source IP is translated to the outgoing interface IP.

C. Connections are tracked using source port and source MAC address.

D. Port address translation is not used.

ANSWER: A B 

QUESTION NO: 8

An administrator is configuring an antivirus profiles on FortiGate and notices that Proxy Options is not listed under Security 
Profiles on the GUI. What can cause this issue?

A. FortiGate needs to be switched to NGFW mode.

B. Proxy options section is hidden by default and needs to be enabled from the Feature Visibility menu.

C. Proxy options are no longer available starting in FortiOS 5.6.

D. FortiGate is in flow-based inspection mode.

ANSWER: D 

QUESTION NO: 9

A FortiGate device has multiple VDOMs. Which statement about an administrator account configured with the default 
prof_admin profile is true?

A. It can create administrator accounts with access to the same VDOM.
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B. It cannot have access to more than one VDOM.

C. It can reset the password for the admin account.

D. It can upgrade the firmware on the FortiGate device.

ANSWER: A 

QUESTION NO: 10

Which action can be applied to each filter in the application control profile?

A. Block, monitor, warning, and quarantine

B. Allow, monitor, block and learn

C. Allow, block, authenticate, and warning

D. Allow, monitor, block, and quarantine

ANSWER: D 
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