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QUESTION NO: 1

If an access log file has no header, how does Blue Coat Reporter process the file?
A. By using the header of the most recently processed filE.

B. By using default header settings configured by the administrator.

C. It cannot, unless the administrator manually re-creates the header and prepends it to the filE.

ANSWER: B

Explanation:

Blue Coat Reporter processes a headerless access-log file by applying the default header settings configured by the
administrator. A log header normally identifies the fields present in each record and their order, allowing Reporter to map
values such as date, time, client address, request method, URL, response status, bytes transferred, and user information
into its reporting database. When a file does not contain that field-definition information, Reporter relies on the administrator-
defined default header as the schema for interpreting each line. This is particularly useful when log-generation workflows
omit headers from individual files, such as regularly rotated log files or files exported by an external collection process. For
reliable reporting, the configured default must match the actual access-log format and field sequence used by the ProxySG
or other source; then Reporter can consistently parse the records and populate the appropriate report fields. Broadcom’s
ProxySG Reporter documentation covers log processing and report configuration in the Reporter product documentation:
Broadcom ProxySG Reporter documentation. Product documentation and related support resources are also available
through the Broadcom Security Support portal.

QUESTION NO: 2

Which of the following access logging features are supported by the ProxySG? (Select 4)
A. Signing, to certify that a particular ProxySG wrote and uploaded the loG.
B. Encryption, to encrypt the data as it is transferred to the remote server.

C. Logging all user group memberships for the HTTP transactions performed by authenticated users (IWA and LDAP
realms).

D. Compression, to save on data transfer between the ProxySG and the remote server.

E. Bandwidth management, to facilitate availability of minimum bandwidth for the access log data transfer from ProxySG to
the log upload server.

ANSWER: ABCD

Explanation:

ProxySG access logging supports protecting and efficiently transporting uploaded log files, as well as recording useful
authenticated-user context. “Signing, to certify that a particular ProxySG wrote and uploaded the 10G.” is supported through
log signing, which provides integrity and origin verification for uploaded access logs. “Encryption, to encrypt the data as it is
transferred to the remote server.” is supported for secure log-upload transport, protecting log content while it moves to the
designated log-collection destination. “Compression, to save on data transfer between the ProxySG and the remote server.’
is also supported, reducing the amount of data sent and stored for access-log uploads. Finally, “Logging all user group
memberships for the HTTP transactions performed by authenticated users (IWA and LDAP realms).” is supported through
access-log fields that can record group information associated with authenticated users. This allows reporting systems to
correlate web activity with the user’s directory authorization context, including group membership returned by supported
authentication realms. Together, these capabilities address log authenticity, confidentiality during transfer, upload efficiency,
and identity-aware audit detail. ProxySG documentation and administration resources are available through the Broadcom
ProxySG documentation portal and the Broadcom Knowledge Base.

QUESTION NO: 3
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The ProxySG acts as both an ICAP client and ICAP server.
A. True

B. False

ANSWER: B

Explanation:

False is correct because ProxySG uses ICAP as an ICAP client, connecting to external ICAP servers that provide content-
adaptation services. In a typical deployment, ProxySG sends HTTP request or response content to an ICAP service—such
as an antivirus scanner, malware-analysis service, or content-filtering engine—and then applies the returned adaptation
result while processing the proxied transaction. ProxySG therefore initiates ICAP communication toward the service
infrastructure; it does not expose itself as a general-purpose ICAP server for other ICAP clients to submit content for
adaptation. This client/server distinction is inherent to the ICAP protocol model: the client sends an OPTIONS, REQMOD, or
RESPMOD request to an ICAP server, and the server evaluates or modifies the encapsulated content before returning its
response. Accordingly, ProxySG ICAP configuration identifies external ICAP services and defines policy that selects when
traffic is sent to those services. This architecture lets the proxy integrate specialized third-party inspection systems without
making ProxySG itself the ICAP service endpoint. See the ICAP protocol specification in RFC 3507 and Broadcom’s
ProxySG documentation portal.

QUESTION NO: 4

What are the four types of VPN trigger objects? (Select 4)
A. Action

B. Authentication

C. Service

D. Destination

E. Source

F. Time

ANSWER:CDEF

Explanation:

ProxySG VPN triggering uses policy objects that describe the traffic characteristics and timing used to determine when a
VPN tunnel should be initiated. The four trigger-object types are Source, Destination, Service, and Time. Source and
Destination objects identify the client-side and remote-side network addresses or address ranges associated with traffic that
should cause VPN processing. Service objects identify the applicable protocol and port criteria, allowing the trigger to be
limited to specific applications or network services. Time objects provide scheduling controls, so a trigger can be active only
during defined periods. Together, these objects let an administrator define VPN activation conditions with the same policy-
oriented traffic matching model used throughout ProxySG configuration. This is useful when a tunnel should be established
only for traffic between particular networks, for designated services, or during an authorized schedule. Broadcom'’s ProxySG
product documentation and administration resources describe policy configuration concepts and VPN-related administration
features: Broadcom TechDocs: ProxySG and Broadcom Knowledge Base.

QUESTION NO: 6

A URL that is categorized by WebFilter can have how many applications associated with it?
A. Zero or one

B. Exactly one
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C. Up to three

D. Unlimited

ANSWER: C

Explanation:

Up to three is correct. Blue Coat WebFilter, using WebPulse intelligence, can associate URL records with application
classifications in addition to their web-content categorization. These application associations allow ProxySG policy to
recognize application-related traffic more precisely than URL content categories alone. A single categorized URL is limited to
three associated applications; this supports sites and shared web resources that participate in more than one recognized
application context while retaining a defined and manageable classification record. This application metadata can be used
with application-based policy controls and reporting features, helping an administrator apply policy to web applications even
when different URLs or hosted resources are involved. The limit applies to the applications linked to a categorized URL
record, rather than to the total number of applications that WebFilter/WWebPulse can identify across the service. Broadcom
maintains Secure Web Gateway and ProxySG product documentation and support resources at Broadcom TechDocs:
Secure Web Gateway and product support materials at Broadcom Security Support.

QUESTION NO: 7

Which console services are NOT available on the ProxySG?
A. SSH

B. HTTP

C.HTTPS

D. Serial

E. All the above are available

ANSWER: E

Explanation:

All the above are available is correct because ProxySG appliances support each listed administrative access method. A
physical serial connection provides local command-line console access, particularly for initial configuration and recovery
procedures. Secure Shell provides encrypted remote command-line administration. The appliance also exposes its browser-
based Management Console through HTTP and HTTPS services; HTTPS is the preferred protocol for routine administration
because it protects the management session with TLS encryption. In SGOS, these management listeners are configured and
controlled as console services, including their enabled state, permitted access, and related security settings. Therefore, none
of the listed services is inherently unavailable on a ProxySG, so the answer must indicate that all of them are available.
Broadcom’s ProxySG documentation and product resources describe the appliance’s SGOS administration interfaces and
management configuration capabilities: Broadcom ProxySG documentation and Broadcom Security support resources.

QUESTION NO: 8

After a URL has been categorized by the WebPulse background rating service, when are the results returned to the
ProxySG that initiated the request? (Select all that apply)

A. At the next scheduled update of the Blue Coat WebFilter database.
B. Immediately, if the category is Adult or Pornography.
C. On demand by the ProxySG administrator.

D. None of the above.
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ANSWER: AC

Explanation:

“At the next scheduled update of the Blue Coat WebFilter database.” and “On demand by the ProxySG administrator.” are
correct because WebPulse Background Rating is designed to submit previously unrated URLs for cloud-based classification
without holding up the user’s original web request. After WebPulse completes the categorization, the resulting rating is made
available to the appliance through its WebFilter/WebPulse rating-data update process. A ProxySG can receive that updated
categorization as part of its normal scheduled database update cycle. Administrators can also initiate an update manually
when they need the appliance to retrieve current rating information without waiting for the next scheduled interval. This
approach lets the WebPulse service continually enhance URL coverage while allowing ProxySG deployments to control
when locally cached WebFilter rating data is refreshed. The categorization therefore becomes usable by policy evaluation
after the relevant rating update reaches the initiating appliance. Broadcom’s ProxySG documentation describes WebPulse
as the cloud intelligence and URL-categorization service used with ProxySG web filtering; see Broadcom ProxySG
documentation and the WebPulse service overview.

QUESTION NO: 9

When policy created in the VPM is installed, what two files does the VPM update on the ProxySG? (Select 2)
A. VPM-CPL file

B. Local policy file

C. VPM-XML file

D. Central policy file

ANSWER: AC

Explanation:

VPM maintains both a source representation of the visual policy and a compiled representation that ProxySG can enforce.
When an administrator installs policy from VPM, the appliance receives the VPM-XML file, which preserves the policy’s
visual configuration, including its layers, rules, objects, and other VPM-editable information. Retaining this XML
representation enables the installed policy to be retrieved and subsequently opened and edited in Visual Policy Manager
without losing the visual structure of the configuration.

The installation process also updates the VPM-CPL file. This is the Content Policy Language form generated by VPM from
the visual policy. ProxySG evaluates the compiled CPL policy to apply the configured access controls, authentication
behavior, web filtering, forwarding, and other policy actions to traffic. Maintaining both files allows the appliance to enforce
the generated policy while retaining the VPM source needed for ongoing graphical administration. Broadcom’s ProxySG
documentation describes Visual Policy Manager as the graphical interface used to create policy that is installed on the
appliance, and its policy documentation covers the underlying CPL policy model: ProxySG Visual Policy Manager
documentation and ProxySG Content Policy Language documentation.

QUESTION NO: 10

Which of the following statements are true about WCCP? (Choose all that apply)

(a) WCCP version 1 only redirects traffic based on TCP destination port 80 while WCCP version 2 can redirect more than
just port 80.

(b) WCCP version 1 supports only single proxy while WCCP version 2 can support up to 32 proxies in a single service group.
(c) WCCP version 1 is the default version supported by ProxySG unless configured otherwisE.
(d) WCCP version 2 is more suitable for multiple router deployment as it allows multicast discovery.

A.a &b only
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B. b & d only
C.a&donly

D.a & conly

ANSWER: C

Explanation:

The correct selection is a & d only. WCCP version 1 is limited to the standard web-cache service, which redirects TCP traffic
destined for port 80. WCCP version 2 extends this model through configurable service groups, allowing redirection criteria to
cover additional TCP or UDP ports and, where supported by the router platform, more flexible protocol and port definitions.
This makes version 2 suitable for deployments that need to steer traffic beyond conventional HTTP traffic to a ProxySG
appliance.

WCCP version 2 also improves router discovery and resilience for distributed designs. It supports multicast-based control-
message distribution, so cache engines and routers can participate in a service group without relying solely on a single
explicitly configured router relationship. This capability is especially useful when several routers must coordinate traffic
redirection, because it supports consistent awareness of participating devices and service-group membership. ProxySG
administrators should nevertheless ensure that the network infrastructure is configured to carry the required WCCP control
traffic and that the selected forwarding and return methods align with the deployment design.

See Cisco’s WCCP configuration documentation and Broadcom’s ProxySG documentation portal.

QUESTION NO: 12

What are the four components of a ProxySG proxy service? (Select 4)
A. Attributes to control proxy processing.

B. Administrative password.

C. Listener parameters to match against.

D. Which proxy to use.

E. Service time to live (TTL).

F. Whether to intercept or bypass.

ANSWER:ACDF

Explanation:

A ProxySG proxy service is defined through the elements that identify traffic, assign it to a protocol handler, and specify how
the appliance handles that traffic. Attributes to control proxy processing supply service-level behavior and processing
controls for the selected proxy. Listener parameters to match against define the network traffic that the service applies to,
such as the relevant address and port criteria. Which proxy to use identifies the protocol proxy that will process matching
traffic, such as the HTTP or SSL proxy. Whether to intercept or bypass sets the service action: matching traffic is either
handed to the designated proxy for processing or allowed to pass without proxy processing. Together, these elements form
the service definition used by ProxySG to classify incoming connections and apply the intended proxy behavior. Broadcom’s
ProxySG documentation describes proxy services as listener-based configurations that associate a proxy and an intercept or
bypass action, with service attributes controlling processing behavior. See the ProxySG Administration Guide and the
Broadcom ProxySG knowledge base for ProxySG service configuration guidance.

QUESTION NO: 13

What are the two types of ProxySG exceptions?

A. Pre-defined and user-defineD.
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B. Global and local.
C. Notify and trap.

D. Explicit and transparent.

ANSWER: A

Explanation:

Pre-defined and user-defineD. is correct. ProxySG uses exceptions to handle conditions that occur during proxy
processing and to determine the response presented to the client. The appliance includes a set of predefined exceptions for
common processing, protocol, authentication, security, and connection-related events. These built-in exceptions provide a
standard framework for reporting proxy errors and other conditions to users.

Administrators can also create user-defined exceptions when the predefined set does not provide the required behavior or
messaging. A user-defined exception lets an administrator define a custom exception and associate it with policy behavior,
which is particularly useful for tailoring user-facing notification pages and handling organization-specific policy outcomes.
Exception handling can therefore combine the appliance’s supplied exception definitions with custom definitions created for
local requirements. This distinction is part of ProxySG’s policy and exception-page customization capabilities, rather than a
distinction based on deployment mode or policy scope.

For ProxySG documentation and administrative configuration material, see Broadcom’s ProxySG documentation portal and
the Broadcom Knowledge Base.

QUESTION NO: 14

Why should ProxySG set HTTP proxy behavior profile to "portal” in a reverse proxy deployment? (Choose all that apply)
(a) To ensure ProxySG will ignore reload attempt.

(b) To only allow authenticated users that are allowed to browse the pagE.

(c) To ensure that ProxySG will trust server expiration header.

(d) To restrict client access by User-Agent typE.

A.a &b only

B. a & conly

C.b &donly

D. b & c only

E.c & donly

ANSWER: B

Explanation:

a & c only is correct. The portal HTTP proxy behavior profile is intended for reverse-proxy portal publishing, where the
ProxySG serves content from an origin server to external clients. In this role, cache behavior should be governed primarily
by the origin server’s freshness information. The portal profile therefore trusts the server-provided expiration information,
allowing the reverse proxy to follow the publishing server’s intended content lifetime and reduce unnecessary origin-server
requests.

The profile also ignores client reload attempts. A browser reload commonly adds request directives intended to bypass
cached content. In a portal deployment, allowing every client to force such a refresh can unnecessarily increase load on the
published application and origin infrastructure. Ignoring reload attempts lets ProxySG continue to apply its cache policy and
serve a valid cached response until the origin server’s expiration settings indicate that it is stale.
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These behaviors make the portal profile appropriate when ProxySG is placed in front of web applications as a reverse proxy
and caching needs to remain predictable and controlled by the content publisher. See Broadcom'’s ProxySG documentation
and the Broadcom Knowledge Base for ProxySG HTTP proxy and caching configuration guidance.

QUESTION NO: 15

Which are the two packets that are used in WCCP discovery process? (Choose all that apply)
(a) HERE_I_AM

(b) HOME_ROUTER_IP:

(c) |_SEE_YOU

(d) WEB_CACHE_HERE

A. All of the above

B.a, b &conly

C.b &donly

D.a & conly

ANSWER: D

Explanation:

The correct answer is a & ¢ only. WCCP uses the HERE | AM and |_SEE_YOU control messages to perform discovery
and maintain communication between a web cache (including a ProxySG configured as a WCCP cache engine) and
participating WCCP routers. The cache sends a HERE_| AM message to announce its presence, identify the configured
service groups it supports, and provide information needed by routers to recognize it as a candidate cache. A router replies
with an |_SEE_YOU message, which tells the cache that the router is available and provides router and service-group
information needed to establish the WCCP relationship. These periodic exchanges are the foundation of WCCP discovery;
once peers have discovered one another, they can proceed with negotiation of cache membership and packet-
forwarding/redirection assignments. The WCCP version 2 protocol specification explicitly defines HERE_I_AM and
|_SEE_YOU as the discovery messages and describes their roles in the router-cache control exchange. See RFC 3040:
Web Cache Communication Protocol Version 2.0 and the IETF RFC 3040 protocol text.

QUESTION NO: 16

Can proxy servers modify traffic between a client and server?
A. Yes

B. No

ANSWER: A

Explanation:

Yes is correct. A proxy server sits between a client and the destination server, receiving the client request and then making a
separate request to the origin on the client’s behalf. Because it terminates and re-originates the proxied connection rather
than merely forwarding packets, it can inspect and apply policy to traffic at the application layer. In a ProxySG deployment,
policy can modify HTTP request and response headers, rewrite URLs or redirects, control cookies, apply authentication
information, and perform content adaptation functions where configured. This ability is a core distinction between an explicit
proxy and a simple network-layer forwarding device. The actual modifications that occur depend on the installed policy,
enabled services, protocol, and whether encrypted traffic is decrypted for inspection. For HTTPS, the appliance generally
requires SSL interception to examine or alter HTTP content inside the TLS session; without decryption, it can still make
decisions based on connection-level and TLS metadata but cannot modify the encrypted HTTP payload. Blue Coat ProxySG
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policy processing is designed specifically to evaluate web transactions and take actions on requests and responses. See
Broadcom’s ProxySG documentation and the HTTP Semantics specification for the proxy role in handling HTTP messages.

QUESTION NO: 19

ProxyAV 1400 and 2400 are more powerful than other models by the following criteriA. (Select 3)
A. There can be a longer queue of the objects to be scanned

B. They have more scanning processes

C. CIFS and SSL protocols are supported

D. Larger network bandwidth can be served by the appliance

E. More AV scanning vendors are supported

ANSWER: ABD

Explanation:

ProxyAV 1400 and 2400 differentiate themselves through greater scanning capacity and throughput. “There can be a longer
queue of the objects to be scanned” is correct because the higher-capacity appliances can retain more submitted objects
awaiting antivirus processing. This enables them to absorb larger bursts of traffic without reaching queue limits as quickly.
“They have more scanning processes” is also correct: additional concurrent scanning processes provide greater parallelism,
allowing more objects to be evaluated at the same time. Finally, “Larger network bandwidth can be served by the appliance”
is correct because the increased processing resources and scan concurrency of these models support higher traffic volumes
while antivirus scanning is enabled. These characteristics are directly related: queue capacity buffers demand, concurrent
processes perform the work, and the resulting capacity permits higher inspected bandwidth. The supported protocols and
available antivirus-vendor integrations are capabilities of the ProxyAV solution and associated licensing/software ecosystem,
rather than the specific performance distinction represented by these higher-end hardware models. See Broadcom’s
ProxyAV documentation and the ProxyAV product-download portal for product documentation and platform materials.

QUESTION NO: 20

ProxySG uses a licensed Blue Coat Web Filter (BCWF), and has configured policies for URL categories. ProxySG uses a
DNS server, which for some reason cannot resolve the domain name sp.cwfservicE. net anymorE. What happens to the
content filtering policy evaluation in this case?

A. Any time when policy evaluation needs to categorize an URL, access to that page is denieD.
B. ProxySG always uses whatever action is configured for the System/unavailable category
C. Policy evaluation is not affected, because ProxySG uses the default IP address of a WebPulse Service Point

D. Policy evaluation is not affected for URLs categorized in the BCWF database, and is evaluated as System/unavailable for
any other URLS.

ANSWER: D

Explanation:

ProxySG maintains and uses its local BCWF categorization database for URLs that are already known in that database.
Therefore, loss of DNS resolution for sp.cwfservice.net does not interrupt category-based policy evaluation for those
locally categorized URLs. The Service Point hostname is used when ProxySG must contact the WebPulse/BCWF service for
a rating that is not available locally. If the appliance cannot resolve that hostname, it cannot obtain the needed external
categorization result for such an uncategorized URL. ProxySG consequently assigns the URL to the special
System/Unavailable category, allowing the administrator’s configured action for that category to determine the policy
outcome. This behavior preserves normal enforcement for the local database while providing an explicit, configurable
handling path for category-lookup unavailability. Broadcom documentation describes ProxySG web filtering as combining
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local categorization data with cloud-based WebPulse categorization for requests that require it; see the ProxySG
documentation portal and the Broadcom web protection overview.

QUESTION NO: 21

In exception hierarchy exception myexreption is child of Exception.User-defineD. all. This means that the value for all
paramaters (format, contact, summary, http code, etC. ) are copied from Exception.User-defineD. al settings to myexception
unless these values are explicity overriden.

A. True

B. False

ANSWER: A

Explanation:

True is correct. ProxySG exception handling uses a hierarchy that permits a child exception to inherit configurable attributes
from its parent exception. When a custom exception such as myexception is defined beneath Exception.User-
defined.all, the parent provides the default values for fields including the exception-page format, contact information,
summary text, HTTP response code, and related presentation or response settings. This allows an administrator to establish
common behavior and branding once at the Exception.User-defined.all level, while defining only the settings that
differ for an individual child exception. The child exception therefore uses the inherited values until a corresponding
parameter is explicitly configured on that child. This inheritance model reduces duplication and helps ensure consistent
exception-page behavior across multiple user-defined exceptions. ProxySG administration documentation describes
exception pages and their configurable response attributes as part of the appliance’s policy and exception-handling features.
See Broadcom’s ProxySG documentation landing page and the Broadcom ProxySG knowledge base for product
documentation and exception-configuration guidance.

QUESTION NO: 22

Name two different ways to create a transparent proxy environment.
A. Using the PAC File or configuring WCCP
B. Configuring a Layer 4 switch or configuring the appliance in bridging mode

C. Configuring WCCP or policy-based routing on a router or Layer 3 switch

ANSWER: B C

Explanation:

Configuring a Layer 4 switch or configuring the appliance in bridging mode are valid transparent-deployment approaches. In

an inline bridge deployment, the ProxySG is physically placed in the traffic path and forwards traffic at Layer 2 while applying
proxy policy, so clients do not need an explicit proxy setting. A Layer 4 switch can also redirect applicable connections to the
ProxySG while preserving a transparent user experience.

Configuring WCCP or policy-based routing on a router or Layer 3 switch are also established transparent redirection
approaches. Web Cache Communication Protocol allows a capable router or switch to redirect selected traffic to the proxy
based on an agreed service configuration. Policy-based routing similarly identifies traffic—commonly web traffic destined for
standard ports—and forwards it to the proxy for processing without requiring browser proxy configuration. These
mechanisms are network-side interception or redirection methods, which is the defining characteristic of transparent proxy
operation. The WCCP protocol and its router/cache redirection model are specified in REC 3748. Broadcom’s ProxySG
documentation is available through the ProxySG documentation portal.

QUESTION NO: 23
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Which versions of SSL and TLS does the ProxySG support? (Select all that apply)
A. SSL version 1.0
B. SSL version 2.0
C. SSL version 3.0
D. TLS version 1.0

ANSWER:BCD

Explanation:

ProxySG SSL proxy functionality supports the legacy protocol versions SSL version 2.0, SSL version 3.0, and TLS version
1.0. These are the protocol families used by older ProxySG software for SSL interception, SSL forwarding, and secure client-
to-proxy or proxy-to-server negotiations. SSL version 2.0 and SSL version 3.0 were distinct pre-TLS protocol specifications,
while TLS version 1.0 was the successor protocol standardized from the SSL 3.0 design. Therefore, these versions
accurately represent the historical SSL/TLS protocol support described for ProxySG platforms and are the applicable
selections for this question’s legacy BCCPA context.

Protocol support should not be confused with current security recommendations. SSL version 2.0, SSL version 3.0, and TLS
version 1.0 have since been deprecated because they no longer provide acceptable protection against known cryptographic
weaknesses. Modern deployments should disable these protocols where possible and use currently supported TLS versions
according to the appliance software release and organizational policy. The historical definition of TLS 1.0 is available in REC
2246; the SSL 3.0 specification is documented in RFC 6101.

QUESTION NO: 24

What are the three principal physical deployment methods for the ProxySG? (Select 3)
A. Virtually inline

B. Out of path

C. Explicit

D. Transparent

E. Inline

ANSWER:CDE

Explanation:

ProxySG’s principal deployment approaches are Explicit, Transparent, and Inline. In an explicit deployment, client software
is configured to send web requests directly to the ProxySG, commonly through browser proxy settings or a PAC file. This
model makes the proxy an intentionally selected gateway for applicable client traffic. In a transparent deployment, clients do
not need explicit browser proxy configuration; network infrastructure redirects eligible traffic to ProxySG while allowing the
appliance to apply web security, policy, authentication, and logging controls. An inline deployment places the ProxySG
physically on the network path, so traffic traverses the appliance directly. This provides direct control of the traffic path and is
commonly used where the appliance must inspect and enforce policy on traffic crossing network segments. These
approaches describe the core ways ProxySG is placed into, or receives, the web-traffic flow and are the deployment models
covered in ProxySG administration material. See Broadcom’s ProxySG documentation portal and the ProxySG deployment-
options guidance.

QUESTION NO: 25

In a user-defined exception created on the ProxySG, what is the default HTTP response code?

A. 302
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B. 401
C. 403
D. 407

ANSWER: C

Explanation:

403 is the default HTTP response code for a user-defined exception on ProxySG. A user-defined exception lets an
administrator present a customized exception page when policy processing blocks or otherwise denies a request. Unless the
exception definition explicitly specifies a different response value, ProxySG returns HTTP status 403, whose standard
meaning is Forbidden. This accurately communicates that the proxy received and understood the client request but is
refusing access according to the configured policy or exception handling behavior.

This default is appropriate for policy-driven denial pages because browsers and client applications can distinguish a
forbidden response from authentication challenges, redirects, and proxy-authentication requirements. Administrators can
customize exception content, including the text and formatting displayed to the user, while retaining the intended HTTP
semantics. If a deployment has a specific workflow that requires another status, the exception configuration can set an
alternative response code; however, the default user-defined exception behavior remains 403. Broadcom’s ProxySG
documentation is available through the ProxySG documentation portal. The standard definition of the 403 status is specified
in REC 9110, Section 15.5.4.
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