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QUESTION NO: 1

During installation WebSEAL provides a default certificate key database that is used to authenticate both clients and 
junctioned servers.

Which stanza entry of the WebSEAL configuration file points to the default certificate key database (i.e. kdb file)?

A. ssl-keyfile

B. jct-cert-keyfile

C. webseal-cert-keyfile

D. webseal-cert-keyfile-label

ANSWER: C 

QUESTION NO: 2

A customer wants to replace an IBM Security Access Manager V7.0 Session Management Server with the ISAM 9.0 
Distributed Session Cache.

Which DSC configuration must be completed to allow SSL communication?

A. Create new replica set

B. Configure DSC to listen on port 443

C. Select "Support internal clients only" in the Session Cache tab of the LMI.

D. Select "Enable SSL" and choose a certificate in the Session Cache tab of the LMI.

ANSWER: A 

QUESTION NO: 3

A company has deployed an IBM Security Access Manager V9.0 solution with two Web reverse proxies and a load balancer 
in front them. The Web reverse proxy servers are configured with Distributed Session Cache (DSC).

Which two statements describe this deployment to DSC? (Choose two.)

A. It stores the last login timestamp.

B. It provides controls over the maximum number of allowed concurrent sessions per user.

C. It enables a standby Policy Server to be promoted to master if the primary Policy Server fails.
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D. It means that a user who has logged in to reverse proxy is not required to log in again if it fails and a load balancer routes 
the user’s traffic to another reverse proxy.

E. It forces all reverse proxies to perform authorization checks on the same protected object space, which reduces the 
number of places where ACLs and POPs need to be specified.

ANSWER: B C 

Explanation:

Reference: 
https://www.ibm.com/support/knowledgecenter/SSPREK_9.0.0/com.ibm.isam.doc/wrp_config/concept/con_sms.html

QUESTION NO: 4

What are two capabilities of Security Access Manager Platform of IBM Security Access Manager V9.0? (Choose two.)

A. Single Sign On

B. Identity mediation

C. Credential Lease Management

D. Session Recording and Playback

E. User Access Management of web, mobile and cloud applications

ANSWER: A C 

QUESTION NO: 5

A customer has expressed the requirement that users accessing online-banking application must first authenticate using a 
userid/password and successfully enter a one-time PIN which is texted to a cell phone.

Which two IBM Security Access Manager (ISAM) V9.0 modules are required to fully implement the solution? (Choose two.)

A. ISAM PAM Module

B. ISAM Cloud Module

C. ISAM Federation Module

D. ISAM Advanced Control Module

E. ISAM Access Manager Platform

ANSWER: C E 
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QUESTION NO: 6

The IBM Security Access Manager V9.0 system deployment professional is about to make a significant change to the 
system configuration and plans to take an appliance snapshot to protect against problems occurring as a result of the 
change.

Which two statements are correct regarding appliance snapshots? (Choose two.)

A. Snapshot files contain the contents of the internal user registry.

B. Appliance snapshots are supported only on virtual appliances running under VMware ESXi.

C. The purpose of snapshots is to restore prior configuration and policy settings to an appliance.

D. Snapshot files contain all the ‘must get’ data required to be sent to IBM Support in the event of a PMR being raised.

E. An appliance snapshot can be restored on any appliance that has the same firmware level as the snapshot and the same 
network infrastructure.

ANSWER: C E 

Explanation:

Reference: 
https://www.ibm.com/support/knowledgecenter/de/SSPREK_9.0.3/com.ibm.isam.doc/admin/task/alps_managing_snapshots.
html

QUESTION NO: 7

A deployment professional has a requirement to configure an OpenID Connect federation which does not allow the Relying 
Party to access the token endpoint.

Which grant type must be enabled when creating the federation?

A. Implicit

B. Refresh Token

C. Client Credentials

D. Authorization code

ANSWER: D 

Explanation:

Reference: https://www.ibm.com/developerworks/library/se-configure-ISAM-reverse-proxy-PeP-to-OpenID-connect-provider-
trs/index.html

QUESTION NO: 8
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Which method provides the ability to delete all support files from an IBM Security Access Manager V9.0 appliance?

A. Use the delete command found under the logs menu in Command Line Interface (LCI)

B. Use the purge command found under the support menu in Command Line Interface (LCI)

C. Use the delete command found under the support menu in Command Line Interface (LCI)

D. Use the deleteall command found under the support menu in Command Line Interface (LCI)

ANSWER: B 

QUESTION NO: 9

A company is using the embedded LDAP server to store IBM Security Access Manager V9.0 user data. However, there is a 
requirement to create another suffix to hold a set of user data.

Which two suffix elements are supported when creating a top level entry for the suffix? (Choose two.)

A. c

B. l

C. dn

D. st

E. cn

ANSWER: A B 

Explanation:

Reference: http://www-01.ibm.com/support/docview.wss?uid=swg27043085&aid=10 (35)

QUESTION NO: 10

After a test cycle the deployment professional wants to search the WebSEAL WGA1 instance request log for HTTP 404 
responses.

Where can this log be found in the Local Management Interface?

A. Monitor> Manage Reverse Proxy Log Files, select the WGA1 instance, select the request.log file and click View

B. Monitor> Application Log Files, expand the var/logs/pdweb/WGA 1 folder, select the request.log file and click View

C. From the Home page, click on the WGA1 instance in Reverse Proxy Health widget, select the request.log file and click 
View.
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D. Secure Web Settings> Reverse Proxy, select the WGA1 instance, access the Manage> Troubleshooting> Tracing menu 
item, select the request.log file and click View

ANSWER: B 
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