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Topic Break Down

Topic No. of Questions

Topic 1, Product Knowledge 15

Topic 2, Firewall Roles and Policies2-1 - Policy Design | 20

Topic 3, Operations3-1 - Authentication 65

Topic 4, Planning and Design4-1 - Vlans Vlan pools 35

Topic 5, IDS5-1 - Rogue 11
Topic 6, Troubleshooting6-1 - Client Connectivity 11
Topic 7, Applications and Solutions7-1 - RAP 16
Total 173
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QUESTION NO: 1

A client Roams from one Local controller-1 to another Local controller-2. The controllers are in different subnets and L3
Mobility is enabled. How is the client traffic sent back to Local-controller-1?

A. IP-IP tunneled
B. FTP

C. Multicast

D. L2 GRE Tunnel

E. Routed locally

ANSWER: D

QUESTION NO: 2

What information do you need to generate a feature license key for an Aruba controller?
A. The controller's MAC address and the feature description.

B. controller's MAC address and the certificate number

C. controller's Serial Number and the feature description

D. controller's Serial Number and the certificate number

E. controller's MAC address and Serial Number

ANSWER: D

QUESTION NO: 3

Which describe "roles" as used on Aruba Mobility Controllers? (Choose two)
A. Roles are assigned to users.

B. Roles are applied to interfaces.

C. Policies are built from roles.

D. A user can belong to only one role at a time.

E. Roles are a set of authentication rules
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ANSWER: AD

Explanation:

2-3 - Aliases

QUESTION NO: 4

Which of the following functions can be configured in the Controller WIP wizard? (Choose three.)
A. Configure APs as Air Monitors

B. Configure rules for AP classification.

C. Configure preset levels for intrusion detection

D. Blacklisting Rules for clients

E. Identify encryption method used in your network.

ANSWER: BCE

QUESTION NO: 5

Fast Failover has been implemented between Local 1 and Local 2 separated by Routers. During testing Local1 was disabled
and all Campus APs backed up to Local 2 flawlessly. But the RAPs did not, they all failed.

What could be the cause?

A. RAPs should be configured in their own AP-groups
B. A VPN IP Pool must be configured on Local 2

C. The RAP whitelist must be ported over to Local 2
D. IPSec must be enabled on Local 2

E. RAPs are not supported by Fast Failover

ANSWER: E

Explanation:

4-3 - L2 Flow
QUESTION NO: 6

Which netdestination aliases are built into the controller? (Choose three)

A. logon
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B. any
C. user
D. guest

E. localip

ANSWER: BCE

QUESTION NO: 7

Which may be applied directly to an VLAN interface? (Choose three)
A. Access List (ACL)

B. Firewall Policy

C. Roles

D. AAA profiles

E. RF Plan Map

ANSWER: ABD

QUESTION NO: 8

When configuring split tunnel mode on a Remote AP (RAP) where is the routing function for the split tunnel defined?
A. On the IP routing tab in the configuration screen.

B. On the AP provisioning screen.

C. In the RAP static routing tables

D. In the Firewall policy

E. In the RAP whitelist

ANSWER: D

QUESTION NO: 9
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Network > All WLAN Controllers

Metwork Controllers

IP Address Name Location Type Model Version Status
10.1.10.100 Master Building1.floorl master Aruba7030 6.4.2.5_48774 up
10.1.20.100 Locall Buildingl.floorl local Aruba7030 6.4.2.5 48774 up
10.254.1.3 Table3 Buildingl.floorl local Aruba3200 6.4.2.5 4B774 up

Referring to the above screen capture, on which controller can you modify APs configuration to enable ARM?
A. Controller 10.1.10.100 only

B. Controller 10.1.20.100 and 10.254.1.3 only

C. All three Controllers

D. None of the Controllers

E. On Controllers where ARM is enabled

ANSWER: A

QUESTION NO: 10

Which actions does ARM (Adaptive Radio Management) perform? (Choose two)
A. allows controllers to provision the AP Radio type

B. allows controllers to provision the best channel for APs

C. allows controllers to provision the best power setting for APs

D. allows controllers to provision allowed Radio bands

E. allows controllers to provision lower power when unauthorized APs are detected

ANSWER: B C
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