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QUESTION NO: 1

Refer to the screenshot below:
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Which of the following statements is true regarding the above configuration for network settings? (Choose 2)
A. Onboarded devices will connect to Employee_Secure SSID after provisioning.

B. Onboarded devices will connect to secure_emp SSID after provisioning.

C. Users will connect to Employee_Secure SSID for provisioning their devices.

D. Users must enter a Pre-shared key to connect to the network.

E. Users will do 802.1X authentication when connecting to the SSID.

ANSWER: B E

QUESTION NO: 2

Below is an Enforcement Profile that has been created in the Policy Manager:
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Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Profile Summary
Type Name Value
1.| Radius:IETF o Session-Timeout (27) - = [6oo
2.|Chick to add...

What is the action that is taken by this Enforcement Profile?

A. ClearPass will count down 600 seconds and send a RADIUS CoA message to the NAD device to end the user's session
after this time is up.

B. ClearPass will send the Session-Timeout attribute in the RADIUS Access-Accept packet to the User and the user's
session will be terminated after 600 seconds.

C. ClearPass will send the Session-Timeout attribute in the RADIUS Access-Accept packet to the NAD device and the NAD
will end the user's session after 600 seconds.

D. ClearPass will send the Session-Timeout attribute in the RADIUS Access-Request packet to the NAD device and the
NAD will end the user's session after 600 seconds.

ANSWER: C

QUESTION NO: 3

Refer to the screen capture below:
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Based on the Translation Rule configuration shown above, which of the following statements is true?

A. A user from group MatchAdmin will be assigned the operator profile of IT Administrators.
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B. All active directory users will be assigned the operator profile of IT Administrators.
C. All admin users will be assigned the operator profile of IT Administrators.
D. A user from group Administrators will be assigned the operator profile of IT Administrators.

E. This translation rule is not valid for Active Directory administrators.

ANSWER: D

QUESTION NO: 4

Refer to the screen capture below:
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Based on the Enforcement Policy configuration, if a user connects to the network using an Apple iphone, what Enforcement
Profile is applied?

A. WIRELESS_CAPTIVE_NETWORK
B. WIRELESS_HANDHELD_ NETWORK
C. WIRELESS_GUEST_NETWORK

D. WIRELESS_EMPLOYEE_NETWORK

E. Deny Access

ANSWER: A

QUESTION NO: 5

Which of the following ways are used by Clearpass to assign roles to the client? (Choose 2)

A. Through a role mapping policy.
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B. Roles can be derived from the Aruba Network Access Device.
C. From the attributes configured in Active Directory.
D. From the attributes configured in a Network Access Device.

E. From the server derivation rule in the Aruba Controller server group for the client.

ANSWER: AC

QUESTION NO: 6

A customer would like to deploy ClearPass with the following objectives: Every day, 100 employees authenticate with their
corporate laptops using EAP-TLS. Every Friday, there is a meeting with business partners and an additional 50 devices
authenticate using Web Login Guest Authentication.

Which of the following is correct? (Choose 2)

A. When counting policy manager licenses, they need to include the additional 50 business partner devices

B. When counting policy manager licenses, they can exclude the additional 50 business partner devices

C. They should purchase guest licenses

D. They should purchase onboard licenses

E. They should purchase onguard licenses

ANSWER: AC

QUESTION NO: 7

Which of the following is true about Data and Management ports on the ClearPass appliance? (Choose 2)
A. Configuration of the data port is optional.

B. Configuration of the data port is mandatory.

C. Configuration of the management port is optional.

D. Configuration of the management port is mandatory.

E. Static IP addresses are only allowed on the management port.

ANSWER: AD

QUESTION NO: 8

Which of the following is NOT a valid type of Posture Token?
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A. Unknown
B. Healthy

C. Quarantine
D. Unhealthy
E. Infected

ANSWER: D

QUESTION NO: 9

Which of the following use cases will require a ClearPass Guest application license? (Choose 2)
A. Sponsor based guest user access

B. Employee personal device registration

C. User self registration for access

D. Guest device fingerprinting

E. Endpoint health assessment

ANSWER: AC

QUESTION NO: 10

Which of the following statements is NOT true about the configuration of Active Directory (AD) as an External Authentication
Server in Clearpass?

A. Clearpass should join the AD domain when PEAP and MSCHAPV2 are used as the authentication type.
B. The bind DN for an AD can be in the administrator@domain format.

C. Clearpass cannot be a member of more than one AD domain.

D. The list of attributes fetched from the AD can be customized.

E. Clearpass nodes in a cluster can join different AD domains.

ANSWER: C
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