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QUESTION NO: 1

An attorney hires you to increase the wireless network security for the law firm's office. The office has a very basic network,
with just a modem and a router.

Which of these security modes offers the highest security?
A. WPA-Personal

B. WEP

C. WPA2-Personal

D. WPA-Enterprise

ANSWER: C

QUESTION NO: 2

Which two characteristics should you recommend for a user's domain password? (Choose two.)
A. Hard to guess

B. Includes Unicode characters

C. Easy to remember

D. Easy to increment

ANSWER: AC

Explanation:

Reference: http://www.usewisdom.com/computer/passwords.html

QUESTION NO: 3 - (HOTSPOT)

HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is

worth one point.

Hot Area:
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Yes
UAC reduces your permissions to that of a standard user unless highert O
permissions are necessary.
UAC notifies you when additional permissions are required and asks if ®)
you wish to continue.
UAC cannot be disabled. O
ANSWER:
Answer Area
Yes
UAC reduces your permissions to that of a standard user unless higher O
permissions are necessary.
UAC notifies you when additional permissions are required and asks if )
you wish to continue.
UAC cannot be disabled. O

Explanation:

QUESTION NO: 4

Cookies impact security by enabling: (Choose two.)
A. Storage of Web site passwords.

B. Higher security Web site protections.

C. Secure Sockets Layer (SSL).

D. Web sites to track browsing habits.

ANSWER: AD

Explanation:

Reference: http://en.wikipedia.org/wiki/HTTP_cookie
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QUESTION NO: 5

Installing uninterruptible power sources to your servers is an example of ensuring:
A. integrity

B. a backup strategy

C. availability

D. accessibility

ANSWER: A

QUESTION NO: 6

The Active Directory controls, enforces, and assigns security policies and access rights for all users.

Select the correct answer if the underlined text does not make the statement correct. Select "No change is needed" if the
underlined text makes the statement correct.

A. NTFS permissions
B. User Account Control
C. Registry

D. No change is needed

ANSWER: D

QUESTION NO: 7

A malicious user who intercepts and modifies communications is known as a:
A. red hat hacker

B. white hat hacker

C. network sniffer

D. man-in-the-middle

ANSWER: D

QUESTION NO: 8 - (DRAG DROP)

DRAG DROP

Match the authentication protocol with its description.

Instructions: To answer, drag the appropriate authentication protocol from the column on the left to its description on the

right. Each authentication protocol may be used once, more than once, or not at all. You may need to drag the split bar
between panes or scroll to view content.
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NOTE: Each correct selection is worth one point.

Select and Place:

Authentication Protocols Answer Area

| SMB an authentication protocol used by Windows stand- protocol

e alone systems

| NTLM
an authentication protecol widely used in 802,11 protocol

| NetBIOS EMAronments

i- - < a strong authentication protocol preferred by Windows protocol
Server 2012 R2

i Kerberos

ANSWER:

Authentication Protocols Answer Arca

| SMB an authentication protocol used by Windows stand- [ NTIM

————— alone systems

| NTLM i SR
an authentication protocol widely used in 802,11 EAP

| MNetBIOS enironments

|ET|\]5 . | a strong authentication protocol preferred by Windows [Kerberos
Server 2012 R2

I Kerberos

Explanation:

QUESTION NO: 9 - (HOTSPOT)

HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is

worth one point.

Hot Area:
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Answer Area

An intruder can spoof MAC addresses to get around MAC address filtering.

Intruders can find a wireless network if the Service SetIdentifier (SS1D) is
hidden.

WEP secunty is strong as long as it has a 128-bitkey,

ANSWER:

Answer Area

An intruder can spoof MAC addresses to get around MAC address filtering.

Intruders can find a wireless network if the Service Setldentifier (SSID) is
hidden.

WEP secunty is strong as long as it has a 128-bit key.

Explanation:

QUESTION NO: 10

What are two reasons to implement VLANs? (Choose two.)
A. Manage traffic flow between the Internet and the network
B. Create the most secure path between two hosts

C. Enable grouping of hosts regardless of physical location

D. Separate hosts on the same network

ANSWER: B C
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