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QUESTION NO: 1

Which of the following acts is used to recognize the importance of information security to the economic and national security 
interests of the United States 

A. Lanham Act 

B. FISMA 

C. Computer Fraud and Abuse Act 

D. Computer Misuse Act

ANSWER: B 

QUESTION NO: 2

Which of the following requires all general support systems and major applications to be fully certified and accredited before 
these systems and applications are put into production Each correct answer represents a part of the solution. Choose all that 
apply. 

A. Office of Management and Budget (OMB) 

B. NIST 

C. FISMA 

D. FIPS

ANSWER: C 

QUESTION NO: 3

Which of the following DoD policies establishes policies and assigns responsibilities to achieve DoD IA through a defense-in-
depth approach that integrates the capabilities of personnel, operations, and technology, and supports the evolution to 
network-centric warfare 

A. DoD 8500.2 Information Assurance Implementation 

B. DoD 8510.1-M DITSCAP 

C. DoDI 5200.40 

D. DoD 8500.1 Information Assurance (IA)
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ANSWER: D 

QUESTION NO: 4

A security policy is an overall general statement produced by senior management that dictates what role security plays within 
the organization. Which of the following are required to be addressed in a well designed policy Each correct answer 
represents a part of the solution. Choose all that apply. 

A. What is being secured 

B. Who is expected to comply with the policy 

C. Where is the vulnerability, threat, or risk 

D. Who is expected to exploit the vulnerability

ANSWER: A B C 

QUESTION NO: 5

Which of the following approaches can be used to build a security program Each correct answer represents a complete 
solution. Choose all that apply. 

A. Right-Up Approach 

B. Left-Up Approach 

C. Bottom-Up Approach 

D. Top-Down Approach

ANSWER: C D 

QUESTION NO: 6

What NIACAP certification levels are recommended by the certifier Each correct answer represents a complete solution. 
Choose all that apply. 

A. Basic System Review 

B. Basic Security Review 

C. Maximum Analysis 

D. Comprehensive Analysis 

E. Detailed Analysis 
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F. Minimum Analysis

ANSWER: B D E F 

QUESTION NO: 7

Which of the following DoD directives defines DITSCAP as the standard C&A process for the Department of Defense 

A. DoD 5200.22-M 

B. DoD 8910.1 

C. DoD 5200.40 

D. DoD 8000.1

ANSWER: C 

QUESTION NO: 8

The principle of the SEMP is not to repeat the information, but rather to ensure that there are processes in place to conduct 
those functions. Which of the following sections of the SEMP template describes the work authorization procedures as well 
as change management approval processes 

A. Section 3.1.8 

B. Section 3.1.9 

C. Section 3.1.5 

D. Section 3.1.7

ANSWER: B 

QUESTION NO: 9

Which of the following memorandums reminds the Federal agencies that it is required by law and policy to establish clear 
privacy policies for Web activities and to comply with those policies 

A. OMB M-01-08 

B. OMB M-03-19 

C. OMB M-00-07 
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D. OMB M-00-13

ANSWER: D 

QUESTION NO: 10

The DoD 8500 policy series represents the Department's information assurance strategy. Which of the following objectives 
are defined by the DoD 8500 series Each correct answer represents a complete solution. Choose all that apply. 

A. Providing IA Certification and Accreditation 

B. Providing command and control and situational awareness 

C. Defending systems 

D. Protecting information

ANSWER: B C D 

QUESTION NO: 11 - (SIMULATION)

SIMULATION

Fill in the blank with an appropriate phrase. __________ seeks to improve the quality of process outputs by identifying and 
removing the causes of defects and variability in manufacturing and business processes.

ANSWER: Six Sigma

QUESTION NO: 12

You work as a security engineer for BlueWell Inc. Which of the following documents will you use as a guide for the security 
certification and accreditation of Federal Information Systems 

A. NIST Special Publication 800-59 

B. NIST Special Publication 800-37 

C. NIST Special Publication 800-60 

D. NIST Special Publication 800-53

ANSWER: B 
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QUESTION NO: 13 - (SIMULATION)

SIMULATION

Fill in the blank with an appropriate phrase. A ____________________ is defined as any activity that has an effect on 
defining, designing, building, or executing a task, requirement, or procedure.

ANSWER: technical effort

QUESTION NO: 14

FIPS 199 defines the three levels of potential impact on organizations low, moderate, and high. Which of the following are 
the effects of loss of confidentiality, integrity, or availability in a high level potential impact 

A. The loss of confidentiality, integrity, or availability might cause severe degradation in or loss of mission capability to an 
extent. 

B. The loss of confidentiality, integrity, or availability might result in major financial losses. 

C. The loss of confidentiality, integrity, or availability might result in a major damage to organizational assets. 

D. The loss of confidentiality, integrity, or availability might result in severe damages like life threatening injuries or loss of 
life.

ANSWER: A B C D 

QUESTION NO: 15

According to U.S. Department of Defense (DoD) Instruction 8500.2, there are eight Information Assurance (IA) areas, and 
the controls are referred to as IA controls. Which of the following are among the eight areas of IA defined by DoD Each 
correct answer represents a complete solution. Choose all that apply. 

A. DC Security Design & Configuration 

B. EC Enclave and Computing Environment 

C. VI Vulnerability and Incident Management 

D. Information systems acquisition, development, and maintenance

ANSWER: A B C 
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