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QUESTION NO: 1

Which of the following keys are included in a certificate revocation list (CRL) of a public key infrastructure (PKI)? Each 
correct answer represents a complete solution. Choose two. 

A. A foreign key 

B. A private key 

C. A public key 

D. A primary key 

ANSWER: B C 

QUESTION NO: 2

You work as a remote support technician. A user named Rick calls you for support. Rick wants to connect his LAN 
connection to the Internet. Which of the following devices will you suggest that he use? 

A. Hub 

B. Repeater 

C. Bridge 

D. Switch 

E. Router 

ANSWER: E 

QUESTION NO: 3

In which of the following SDLC phases are the software and other components of the system faithfully incorporated into the 
design specifications? 

A. Programming and training 

B. Evaluation and acceptance 

C. Definition 

https://dumpsarena.co/


DumpsArena - Pass Your Next Certification Exam Fast!
dumpsarena.co

D. Initiation 

ANSWER: A 

QUESTION NO: 4

SSH is a network protocol that allows data to be exchanged between two networks using a secure channel. Which of the 
following encryption algorithms can be used by the SSH protocol? Each correct answer represents a complete solution. 
Choose all that apply. 

A. Blowfish 

B. DES 

C. IDEA 

D. RC4 

ANSWER: A B C 

QUESTION NO: 5

Shoulder surfing is a type of in-person attack in which the attacker gathers information about the premises of an 
organization. This attack is often performed by looking surreptitiously at the keyboard of an employee's computer while he is 
typing in his password at any access point such as a terminal/Web site. Which of the following is violated in a shoulder 
surfing attack? 

A. Integrity 

B. Availability 

C. Authenticity 

D. Confidentiality 

ANSWER: D 

QUESTION NO: 6

CORRECT TEXT 
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In which of the following alternative processing sites is the backup facility maintained in a constant order, with a full 
complement of servers, workstations, and communication links ready to assume the primary operations responsibility? 

A. Hot Site 

B. Mobile Site 

C. Warm Site 

D. Cold Site

ANSWER: A 

QUESTION NO: 7

Which of the following are the goals of a public key infrastructure (PKI)? Each correct answer represents a part of the 
solution. Choose all that apply. 

A. Authenticity 

B. Globalization 

C. Mobility 

D. Integrity 

E. Confidentiality 

F. Nonrepudiation 

ANSWER: A D E F 

QUESTION NO: 8

Which of the following statements about a stream cipher are true? Each correct answer represents a complete solution. 
Choose three. 

A. It typically executes at a higher speed than a block cipher. 

B. It divides a message into blocks for processing. 

C. It typically executes at a slower speed than a block cipher. 

D. It divides a message into bits for processing. 

E. It is a symmetric key cipher. 
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ANSWER: A D E 

QUESTION NO: 9

You are the Security Consultant advising a company on security methods. This is a highly secure location that deals with 
sensitive national defense related data. They are very concerned about physical security as they had a breach last month. In 
that breach an individual had simply grabbed a laptop and ran out of the building. Which one of the following would have 
been most effective in preventing this? 

A. Not using laptops. 

B. Keeping all doors locked with a guard. 

C. Using a man-trap. 

D. A sign in log. 

ANSWER: C 

QUESTION NO: 10

You work as a Chief Security Officer for Tech Perfect Inc. The company has an internal room without any window and is 
totally in darkness. For security reasons, you want to place a device in the room. Which of the following devices is best for 
that room? 

A. Photoelectric motion detector 

B. Badge 

C. Closed-circuit television 

D. Alarm 

ANSWER: A 

QUESTION NO: 11

Single Loss Expectancy (SLE) represents an organization's loss from a single threat.

Which of the following formulas best describes the Single Loss Expectancy (SLE)? 

A. SLE = Asset Value (AV) * Exposure Factor (EF) 

B. SLE = Asset Value (AV) * Annualized Rate of Occurrence (ARO) 

C. SLE = Annualized Loss Expectancy (ALE) * Annualized Rate of Occurrence (ARO) 
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D. SLE = Annualized Loss Expectancy (ALE) * Exposure Factor (EF) 

ANSWER: A 

QUESTION NO: 12

Which of the following are used to suppress paper or wood fires? Each correct answer represents a complete solution. 
Choose two. 

A. Soda acid 

B. Kerosene 

C. Water 

D. CO2 

ANSWER: A C 

QUESTION NO: 13

In which of the following Person-to-Person social engineering attacks does an attacker pretend to be an outside contractor, 
delivery person, etc., in order to gain physical access to the organization? 

A. In person attack 

B. Third-party authorization attack 

C. Impersonation attack 

D. Important user posing attack 

ANSWER: C 

QUESTION NO: 14

The security controls that are implemented to manage physical security are divided in various groups. Which of the following 
services are offered by the administrative physical security control group? Each correct answer represents a part of the 
solution. Choose all that apply. 

A. Construction and selection 
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B. Site management 

C. Awareness training 

D. Access control 

E. Intrusion detection 

F. Personnel control 

ANSWER: A B C F 

QUESTION NO: 15

Which of the following tenets does the CIA triad provide for which security practices are measured? Each correct answer 
represents a part of the solution. Choose all that apply.

A. Integrity 

B. Accountability 

C. Availability 

D. Confidentiality 

ANSWER: A C D 
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