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QUESTION NO: 1

Which of the following plans provides measures for disseminating status report to personnel and the public?
A. Contingency plan

B. Disaster recovery plan

C. Business continuity plan

D. Crisis communication plan

ANSWER: D

QUESTION NO: 2

Which of the following is an anomaly where a program, while writing data to a buffer, overruns the buffer's boundary and
overwrites adjacent memory?

A. Ping of death
B. Self-modifying code
C. Heap overflow

D. Buffer overflow

ANSWER: D

QUESTION NO: 3

What does CRAMM stand for?

A. CCTA Risk Analyzer and Manager Methodology

B. Continuous Risk Analysis and Management Method
C. CCTA Risk Analysis and Management Method

D. Continuous Risk Analyzer and Manager Methodology
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ANSWER: C

QUESTION NO: 4

Mark is the project manager of the HAR Project. The project is scheduled to last for eighteen months and six months already
passed. Management asks Mark that how often the project team is participating in the risk reassessment of this project.
What should Mark tell management if he is following the best practices for risk management?

A. Project risk management happens at every milestone.

B. Project risk management has been concluded with the project planning.

C. At every status meeting of the project team, project risk management is an agenda item.

D. Project risk management is scheduled for every month in the 18-month project.

ANSWER: C

QUESTION NO: 5

Which of the following are the basics of Business Continuity Management?
Each correct answer represents a complete solution. Choose all that apply.
A. ldentification of human resources according to the requirements

B. Regular checking of business continuity plans

C. Identification of authentication techniques according to the requirements

D. Implementation of a risk assessment technique to identify the causes and consequences of failures

ANSWER: ABD

QUESTION NO: 6

Which of the following paragraphs of the Turnbull Report stated that a company's internal control system encompasses the
policies, processes, tasks, behaviors, and other aspects of the company?

A. Paragraph 28
B. Paragraph 20
C. Paragraph 22

D. Paragraph 21
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ANSWER: B

QUESTION NO: 7

You work as an Information Security Manager for uCertify Inc. You need to make the documentation on change
management. What are the advantages of change management?

Each correct answer represents a complete solution. Choose all that apply.
A. Improved productivity of users due to more stable and better IT services

B. Improved IT personnel productivity, since there is a reduced number of urgent changes and a back-out of erroneous
changes

C. Improved adverse impact of changes on the quality of IT services

D. Increased ability to absorb frequent changes without making an unstable IT environment

ANSWER: ABD

QUESTION NO: 8

Which of the following is used to govern the disclosure of financial and accounting information?
A. Gramm-Leach-Bliley Act

B. Privacy act of 1974

C. Sarbanes-Oxley

D. Health Insurance Portability and Accountability Act

ANSWER: C

QUESTION NO: 9

Which of the following is the element used in the technology of encrypting and decrypting the text in cryptography?
A. Cipher
B. Key

C. Plaintext
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D. Encryption

ANSWER: B

QUESTION NO: 10

You work as a Security Administrator for uCertify Inc. You need to make a documentation to provide ongoing education and
awareness training of disciplinary actions of your company. What are the primary reasons to create this documentation?

Each correct answer represents a complete solution. Choose all that apply.
A. To ensure that employees understand information security threats
B. To ensure that employees have the necessary knowledge to mitigate security threats

C. To ensure that employees are aware of and understand their roles and responsibilities D. To ensure that employees have
the necessary knowledge about the company's forthcoming Projects

ANSWER: ABC

QUESTION NO: 11

Which of the following are the steps of the process of risk assessing?

Each correct answer represents a complete solution. Choose all that apply.
A. Deletion of threats

B. Identification of the relationships

C. Identification of potential threats

D. Identification of assets

ANSWER: BCD

QUESTION NO: 12

You work as a Security Administrator for uCertify Inc. You have installed ten separate applications for your employees to
work. All the applications require users to log in before working on them; however, this takes a lot of time. Therefore, you
decide to use SSO to resolve this issue. Which of the following
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are the other benefits of Single Sign-On (SSO)?

Each correct answer represents a complete solution. Choose all that apply.

A. Centralized reporting for compliance adherence

B. Reducing IT costs due to lower number of IT help desk calls about passwords
C. Reduces the user experience

D. Reduces phishing success, because users are not trained to enter password everywhere without thinking

ANSWER: ABD

QUESTION NO: 13

John's organization has collected several applications for an employment position within his organization. The data collected
from these applications must be kept secure and private, especially in light of the Privacy Act of what year?

A. 1968
B. 2007
C. 1964
D. 1974

ANSWER: D

QUESTION NO: 14

You are the project manager for a construction project. The project involves casting of a column in a very narrow space.
Because of the lack of space, casting is highly dangerous. High technical skill will be required for casting that column. You
decide to hire a local expert team for casting that column. Which of the following types of risk response are you following?

A. Avoidance
B. Transference
C. Mitigation

D. Acceptance

ANSWER: B
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QUESTION NO: 15

Service Level Agreement (SLA) provides one service for all customers of that service.
Which of the following are the contents included by SLAs?

Each correct answer represents a complete solution. Choose all that apply.

A. Scope

B. Mutual responsibilities

C. Vocations

D. Service description

ANSWER: ABD

QUESTION NO: 16

By gaining full control of a router, hackers often acquire full control of the network. Which of the following methods are
commonly used to attack routers?

Each correct answer represents a complete solution. Choose all that apply.
A. Launching a Max Age attack

B. Route table poisoning

C. Launching a Sequence++ attack

D. Launching a social engineering attack

ANSWER: ABC

QUESTION NO: 17

You work as an Information Security Manager for uCertify Inc. The company has made a contract with a third party software
company to make a software program for personal use. You have been assigned the task to share the organization's
personal requirements regarding the tool to the third party. Which of the following documents should be first signed by the
third party?

A. Non disclosure agreement (NDA)

B. Acknowledgement papers

C. Copyright papers
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D. Legal disclaimer

ANSWER: A

QUESTION NO: 18

You work as a Security Professional for uCertify Inc. You have been assigned the task to calculate the Recovery Time
Objective for particular outage duration. Which of the following should be included in the Recovery Time Objective?

Each correct answer represents a complete solution. Choose all that apply.
A. Recovering data

B. Sales estimation

C. Running applications back online

D. Fault detection

ANSWER: ACD

QUESTION NO: 19

Which of the following are the variables on which the structure of Service Level Agreement depends?

Each correct answer represents a complete solution. Choose all that apply.

A. It depends on the cultural aspects.

B. It depends on the infrastructure aspects of the organization.

C. It depends on the nature of the business activities, in terms of general terms and conditions, and business hours.

D. It depends on the physical aspects of the organization.

ANSWER: ACD

QUESTION NO: 20

John, a novice web user, makes a new e-mail account and keeps his password as "apple", his favorite fruit. John's password
is vulnerable to which of the following password cracking attacks?

Each correct answer represents a complete solution. Choose all that apply.
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A. Hybrid attack
B. Brute Force attack
C. Dictionary attack

D. Rule based attack

ANSWER: ABC
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