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QUESTION NO: 1

You are going to lead the deployment of a new firewall solution in your office, and are discussing the options with your team. 
What are the two versions of ISA Server 2006?

A. Server Edition 

B. Professional Edition 

C. Stand-Alone Edition 

D. Distributed Edition 

E. Standard Edition 

F. Enterprise Edition 

ANSWER: E F 

Explanation:

ISA Server 2006 was released in two product editions: Standard Edition and Enterprise Edition. Standard Edition was 
designed for deployment as an individual ISA Server computer, providing the firewall, VPN, web-proxy, and application-layer 
inspection capabilities needed by many smaller or less complex environments. It could be managed locally or remotely and 
supported the core security functions of the product.

Enterprise Edition provided the same fundamental ISA Server protection features while adding capabilities intended for 
larger, distributed deployments. In particular, it supported enterprise-level centralized policy administration through 
Configuration Storage servers and enabled ISA Server arrays, allowing organizations to manage consistent firewall policy 
across multiple servers and provide greater scalability and availability. Selecting between Standard Edition and Enterprise 
Edition therefore depended largely on the organization’s scale and need for centralized, multi-server administration rather 
than on use of a different firewall technology.

Microsoft’s ISA Server 2006 overview identifies Standard and Enterprise as the available editions, while its product 
documentation discusses the enterprise-management and array architecture: ISA Server 2006 overview and ISA Server 
Enterprise Edition architecture.

QUESTION NO: 2

You have been hired at a large company to manage network security issues. Prior to your arrival, there was no one 
dedicated to security, so you are starting at the beginning. You hold a meeting and are discussing the main functions and 
features of network security. One of your assistants asks what the function of Integrity in network security is. Which of the 
following best describes Integrity?

A. The security must limit user privileges to minimize the risk of unauthorized access to sensitive information and areas of 
the network that only authorized users should only be allowed to access. 

B. Integrity verifies users to be who they say they are. In data communications, the integrity of the sender is necessary to 
verify that the data came from the right source. The receiver is authenticated as well to verify that the data is going to the 
right destination. 

C. Data communications as well as emails need to be protected for privacy and Integrity. Network security must provide a 
secure channel for the transmission of data and email that does not allow eavesdropping by unauthorized users. Integrity 
ensures the privacy of data on the network system. 

D. Integrity is a security principle that ensures the continuous accuracy of data and information stored within network 
systems. Data must be kept from unauthorized modification, forgery, or any other form of corruption either from malicious 
threats or corruption that is accidental in nature. Upon receiving the email or data communication, integrity must be verified 
to ensure that the message has not been altered, modified, or added to or subtracted from in transit by unauthorized users. 

E. Security must be established to prevent parties in a data transaction from denying their participation after the business 
transaction has occurred. This establishes integrity for the transaction itself for all parties involved in the transaction. 
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ANSWER: D 

Explanation:

Integrity is a security principle that ensures the continuous accuracy of data and information stored within network systems. 
Data must be kept from unauthorized modification, forgery, or any other form of corruption either from malicious threats or 
corruption that is accidental in nature. Upon receiving the email or data communication, integrity must be verified to ensure 
that the message has not been altered, modified, or added to or subtracted from in transit by unauthorized users. This 
correctly describes the integrity component of information security. Integrity means that information remains accurate, 
complete, valid, and protected from improper or unauthorized alteration throughout its lifecycle, including when it is stored, 
processed, and transmitted across a network. For communications, integrity controls provide assurance that a received 
message is the same as the message that was sent; it has not been changed, inserted into, deleted from, or corrupted in 
transit. Common technical mechanisms include cryptographic hashes, message authentication codes, digital signatures, 
checksums, access controls, and change-management processes. These controls can also help detect accidental damage 
or system faults, not solely deliberate attacks. NIST defines integrity as guarding against improper information modification 
or destruction and includes ensuring information non-repudiation and authenticity. See the NIST definition of integrity and the 
security objectives described in FIPS Publication 199.

QUESTION NO: 3

You have just installed ISA Server 2006 on a Windows Server in your network, and you are familiarizing yourself with the 
new firewall. What are the three basic areas of a newly installed ISA Server 2006 firewall?

A. Console Tree 

B. Summary Pane 

C. Advanced Pane 

D. Details Pane 

E. Task Pane 

ANSWER: A D E 

Explanation:

The ISA Server 2006 Management console is organized into three principal workspace areas: the Console Tree, Details 
Pane, and Task Pane. The Console Tree is the navigation area used to select the server and its configuration sections, such 
as Firewall Policy, Networks, Virtual Private Networks, and Monitoring. Selecting an item in that tree determines what 
administrative information and objects are displayed in the Details Pane. The Details Pane is therefore the main working 
area for viewing configuration data, policy rules, alerts, sessions, and other details associated with the selected node. The 
Task Pane supplies context-sensitive actions for the selected area, helping an administrator create rules, configure settings, 
apply changes, or open relevant tasks without navigating through menus. This layout follows the Microsoft Management 
Console-style design used by ISA Server administration tools and supports the normal workflow of navigating to a feature, 
reviewing its details, and performing an associated management task. Microsoft’s ISA Server 2006 documentation is 
available through the Windows Server and ISA Server technical documentation archive; Microsoft also describes the broader 
MMC administrative-console model in its Microsoft Management Console overview.

QUESTION NO: 4

At a policy meeting you have been given the task of creating the firewall policy. What are the two basic positions you can 
take when creating the policy?

A. To deny all traffic and permit only that which is required. 

B. To permit only IP traffic and filter TCP traffic 

C. To permit only TCP traffic and filter IP traffic 

D. To permit all traffic and deny only that which is prohibited.
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E. To include your internal IP address as blocked from incoming to prevent spoofing. 

ANSWER: A D 

Explanation:

The two fundamental firewall-policy positions are a default-deny (allowlist) approach and a default-allow (blocklist) approach. 
“To deny all traffic and permit only that which is required” expresses default deny: the firewall starts by blocking connections, 
then administrators explicitly allow the protocols, services, source and destination systems, and directions that the 
organization has approved. This is the preferred least-privilege model because access exists only when there is an identified 
business or operational requirement.

“To permit all traffic and deny only that which is prohibited” expresses the other basic position, default allow. Under this 
model, traffic is allowed unless a rule specifically blocks it. Although it is a recognized policy posture, it requires 
administrators to identify and maintain blocks for every unwanted service, protocol, address, or pattern. Firewall policy 
design therefore begins with deciding which of these default postures governs traffic that does not match a more-specific 
rule.

NIST describes firewalls as enforcing an organization’s network security policy through defined traffic-control rules and 
recommends restricting traffic to what is necessary. See NIST SP 800-41 Rev. 1, Guidelines on Firewalls and Firewall Policy 
and the CISA guidance on network security concepts.

QUESTION NO: 5

Your company has created it's security policy and it's time to get the firewall in place. Your group is trying to decide whether 
to build a firewall or buy one. What are some of the benefits to purchasing a firewall rather than building one?

A. They usually have a good management GUI. 

B. They offer good logging and alerting. 

C. You do not need to configure them. 

D. The OS doesn't need to be hardened before installing the vendor's firewall on it. 

E. They often do real time monitoring. 

ANSWER: A B E 

Explanation:

Purchasing a commercial firewall appliance or firewall platform commonly provides integrated operational capabilities that 
would otherwise require substantial engineering, integration, and maintenance effort when building a solution. “They usually 
have a good management GUI.” is a practical benefit because centralized graphical administration helps administrators 
manage policies, network objects, rule changes, and device status consistently. “They offer good logging and alerting.” is 
also a key advantage: commercial products normally include established event collection, searchable logs, reporting, and 
notification features that support monitoring, incident response, and audit activities. “They often do real time monitoring.” is 
correct because purchased firewalls commonly provide dashboards and live visibility into traffic, threats, sessions, and policy 
events. These features make it easier to operate the firewall continuously and identify conditions needing investigation. NIST 
firewall guidance emphasizes that firewall administration includes policy management, logging, monitoring, and 
maintenance, all of which are areas where a supported commercial product can provide mature, integrated functionality. See 
NIST SP 800-41 Rev. 1, Guidelines on Firewalls and Firewall Policy and CISA cybersecurity guidance.

QUESTION NO: 6

In your organization a decision has been made to implement a multicasting application.

You are configuring your firewall to allow this application to flow through in both directions.

What address range are you going to address on the firewall?
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A. 10.0.0.0/8 

B. 172.16.0.0/12 

C. Multicast addresses use APIPA's 169.254.0.0/16 

D. 224.0.0.0/4 

E. Addresses are negotiated at the time of the multicast. The nearest router assigns a public IP address assigned by ARIN. 

ANSWER: D 

Explanation:

224.0.0.0/4 is the IPv4 multicast address block and is therefore the range relevant when defining firewall policy for an IPv4 
multicast application. This CIDR prefix covers addresses from 224.0.0.0 through 239.255.255.255. Multicast receivers join a 
multicast group identified by an address in this range, and multicast traffic is sent with that group address as its destination. 
Consequently, firewall policy must account for the applicable multicast group address or range, as well as the application’s 
required protocol and ports. Where multicast membership control is required, the policy may also need to permit the relevant 
IGMP traffic between hosts and the network infrastructure, subject to the organization’s design and security requirements.

The Internet Assigned Numbers Authority designates 224.0.0.0/4 as the IPv4 multicast address space. Some portions have 
special scope or reserved purposes, so a production implementation should select an appropriate multicast group range 
rather than treating every address in the block as interchangeable. Nevertheless, at the address-range level requested by 
the question, 224.0.0.0/4 is the correct firewall-oriented multicast range. See the IANA IPv4 Multicast Address Space 
Registry and RFC 5771.

QUESTION NO: 7

You have recently taken over the security of a mid-sized network. You are reviewing the current 

configuration of the IPTables firewall, and notice the following rule:

ipchains -A output -p TCP -s 10.0.10.0/24 -d 0.0.0.0/0 80 -j ACCEPT

What is the function of this rule?

A. This rule for the output chain states that any TCP traffic from the 10.0.10.0 network and destined for any IP address on 
port 80 is to be accepted. 

B. This rule for the input chain states that any TCP traffic from the 10.0.10.0 network and destined for any IP address on port 
80 is to be accepted. 

C. This rule for the output chain states that all traffic from any network and destined for the
10.0.10.0 network on port 80 is to be accepted. 

D. This rule states that all web traffic from any network is to jump to the accept rule. 

E. This rule states that all incoming web traffic from any network is to be output to the accept rule. 

ANSWER: A 

Explanation:

This rule for the output chain states that any TCP traffic from the 10.0.10.0 network and destined for any IP address on port 
80 is to be accepted. The -A output parameter appends the rule to the output chain, so it applies to packets leaving the 
system or network context governed by that chain. -p TCP limits matching to TCP packets, while -s 10.0.10.0/24 
identifies the source subnet, covering addresses from 10.0.10.0 through 10.0.10.255. The destination expression -d 
0.0.0.0/0 matches every IPv4 destination because a prefix length of zero represents the entire IPv4 address space. In 
ipchains syntax, the trailing 80 is the destination service or port specification; TCP port 80 is conventionally HTTP web 
traffic. Finally, -j ACCEPT selects the ACCEPT target, allowing packets that meet all those criteria to pass. This is therefore 
an outbound TCP/HTTP allowance from the specified internal subnet to any destination. The legacy ipchains command 
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syntax and its source, destination, protocol, and jump-target semantics are documented in the ipchains manual page; TCP 
port assignments are maintained by the IANA service-name and port-number registry.

QUESTION NO: 8

After you configure the monitoring options on your ISA Server 2006, you wish to configure logging.

What are the two options for you to configure on ISA Server 2006 for logging?

A. Internal Logging 

B. Protocol Logging 

C. External Logging 

D. Web Proxy Logging 

E. Firewall Logging 

ANSWER: D E 

Explanation:

Web Proxy Logging and Firewall Logging are the two logging categories configured in ISA Server 2006. Firewall logging 
records traffic that is handled by the ISA firewall service, giving administrators an audit trail for connections evaluated against 
firewall policy. These records are useful for monitoring permitted and denied connections, investigating incidents, and 
troubleshooting policy or connectivity behavior. Web Proxy Logging records requests processed by the Web proxy service. It 
captures web-request activity, enabling administrators to review browsing and proxy usage, investigate access to web 
resources, and diagnose issues involving web publishing or outbound web access.

ISA Server separates these logs because the firewall service and Web proxy service process different types of traffic and 
provide different operational detail. In the management console, logging configuration allows the administrator to choose the 
storage mechanism and configure fields and related settings for these services. This service-based separation is consistent 
with the product’s monitoring and logging architecture. Microsoft’s ISA Server documentation is retained in the Microsoft 
previous-versions library; the product’s retired status is also documented on the Microsoft Lifecycle page for ISA Server 
2006.

QUESTION NO: 9

You were recently hired as the security administrator of a small business. You are reviewing the current state of security in 
the network and find that the current logging system must be immediately modified. As the system is currently configured, 
auditing has no practical value. Which of the following are the reasons that the current auditing has little value?

A. The logs go unchecked. 

B. The logs are automatically deleted after three months. 

C. The logs are deleted using FIFO and capped at 500Kb. 

D. The only auditing is successful file access events. 

E. The logs are deleted using FIFO and capped at 5000Kb. 

ANSWER: A C D 

Explanation:

“The logs go unchecked” makes auditing ineffective because collected events only provide security value when they are 
regularly reviewed, correlated, and acted upon. Without review, indicators of compromise, policy violations, and operational 
failures can remain undiscovered. NIST describes log management as including analysis and response, not merely the 
collection of records. See NIST SP 800-92, Guide to Computer Security Log Management.
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“The logs are deleted using FIFO and capped at 500Kb” is also a serious retention problem. A 500 KB circular log is likely to 
overwrite historical entries rapidly in an active environment. This can eliminate the evidence needed to establish timelines, 
investigate an incident, or demonstrate what occurred before suspicious activity was noticed. Effective auditing requires 
retention capacity appropriate to event volume and the organization’s investigation and compliance needs.

“The only auditing is successful file access events” provides an incomplete and low-value audit trail. Security monitoring 
must capture a sufficiently broad set of security-relevant events, including failed activity and events related to authentication, 
authorization, privilege use, configuration changes, and system integrity. Logging only successful file accesses omits critical 
context needed to detect attempted abuse and reconstruct incidents. Guidance on Windows audit-policy categories is 
available from Microsoft Learn.

QUESTION NO: 10

During a security review of the network it is decided to run a full packet capture over a 24 hour period and log the packets for 
analysis. You have been chosen to analyze all the TCP packets. To prepare you study the RFC for TCP and have identified 
all the parts of the TCP header. Which of the following are parts of the TCP header?

A. Syn and Fin Flags 

B. Sequence Number 

C. Source OSI Model Layer Three Address 

D. Destination OSI Model Layer Three Address 

E. Acknowledgement Number 

ANSWER: A B E 

Explanation:

Syn and Fin Flags, Sequence Number, and Acknowledgement Number are fields defined in the TCP header. TCP uses 
control flags to communicate connection state and control actions. The SYN flag is used during connection establishment to 
synchronize sequence-number spaces, while the FIN flag indicates that the sender has no more data to send and is closing 
its side of the connection. These flags are carried in the TCP header’s control-flags field.

The Sequence Number is a 32-bit TCP header field that identifies the position of data in the byte stream. It permits recipients 
to order received segments and enables reliable retransmission when data is lost. The Acknowledgement Number is also a 
32-bit field and, when the ACK control flag is set, specifies the next sequence number expected from the peer. This provides 
TCP’s cumulative acknowledgement mechanism. Analysts reviewing packet captures use these header values to reconstruct 
TCP sessions, identify handshakes and teardown activity, recognize retransmissions, and assess data-flow continuity. The 
authoritative TCP specification lists these fields in the segment header format and defines their behavior in detail: RFC 9293, 
TCP Header Format. For practical packet-level interpretation, see Wireshark TCP analysis documentation.

QUESTION NO: 11

What tool used in wireless network analysis has the ability to output its findings to

MapPoint?

A. Netstumbler 

B. AirSnort 

C. Wireshark 

D. Network Monitor 

E. AirSniffer 

ANSWER: A 

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F1317
https://learn.microsoft.com/en-us/windows/security/operating-system-security/auditing/advanced-security-audit-policy-settings
https://www.rfc-editor.org/rfc/rfc9293.html#section-3.1
https://www.rfc-editor.org/rfc/rfc9293.html#section-3.1
https://www.wireshark.org/docs/wsug_html_chunked/ChAdvTCPAnalysis.html


dumpsarena.co | Demo Exam - Page 9 of 17

Explanation:

Netstumbler is correct because it was designed as a Windows wireless LAN discovery and survey utility with reporting 
features intended for collecting and visualizing access-point observations. In addition to detecting wireless networks and 
recording details such as SSID, channel, signal strength, and security-related information, Netstumbler can use GPS-derived 
location data. That combination makes the results suitable for geographic plotting rather than merely packet-level inspection. 
Its output and integration capabilities include support for mapping the collected wireless survey findings in Microsoft 
MapPoint, allowing an analyst to view discovered network locations geographically and use the information during a site 
survey or perimeter assessment.

This reflects the role of Netstumbler as an early wardriving and wireless reconnaissance tool: it correlates detected WLAN 
information with location data and exports or presents those observations for mapping workflows. The NetStumbler project 
documentation describes the tool as a utility for finding wireless LANs and supporting GPS use, while Microsoft’s MapPoint 
material describes the product’s purpose as desktop geographic mapping and visualization. Together, these capabilities 
explain why Netstumbler is the tool associated with MapPoint output in this question. See NetStumbler and Microsoft 
MapPoint overview.

QUESTION NO: 12

You need to diagram wireless security options for your team during a planning meeting.

What wireless security process is shown in this image?

A. WPA 

B. WEP 

C. WTLS 
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D. WPKI 

E. W3DES 

ANSWER: B 

Explanation:

WEP is the wireless security process represented. Wired Equivalent Privacy was the original IEEE 802.11 security 
mechanism and is commonly identified in security diagrams by its use of the RC4 stream cipher, a shared secret key, and a 
24-bit initialization vector. For each transmitted frame, the initialization vector is combined with the shared WEP key to form 
the RC4 key stream. The sender combines that stream with the frame data and integrity-check value, and the receiver uses 
the same shared key and transmitted initialization vector to recover and validate the frame. This key-stream construction is 
the characteristic process associated with WEP. NIST’s wireless-security guidance describes WEP as an early WLAN 
protection mechanism and documents its cryptographic design and limitations; see NIST SP 800-48. Although it is useful to 
recognize WEP in a legacy diagram, it is not suitable for modern wireless deployments because its short initialization vector 
and design weaknesses permit practical attacks. Current WLANs should instead use WPA2 or WPA3 with strong 
authentication and encryption, as recommended in CISA wireless security guidance.

QUESTION NO: 13

You are working on your companys IPTables Firewall, and you wish to create a rule to address the denial of ICMP requests 
and messages to your machine. Which of the following commands would you use during the creation of such a rule?

A. -p 1 

B. -p echo 

C. -p TCP=1 

D. -d 1 

E. -d echo 

ANSWER: A 

Explanation:

-p 1 is correct because the -p (or --protocol) iptables match option identifies traffic by its IP protocol value, and protocol 
number 1 is ICMP in the IPv4 protocol-number registry. Therefore, adding -p 1 to a rule selects ICMP packets, including 
ICMP Echo Request traffic and other ICMP control or error messages, before the rule’s target is applied. For example, a rule 
using iptables -A INPUT -p 1 -j DROP would match incoming IPv4 ICMP packets and drop them. In practice, 
administrators can use the more readable equivalent -p icmp; both forms identify ICMP when IPv4 is in use. If a policy 
needs to distinguish message types, iptables also supports ICMP-specific matching, such as --icmp-type echo-
request, after the protocol has been selected. The numeric protocol mapping is defined by IANA, where ICMP is assigned 
decimal value 1. See the IANA Assigned Internet Protocol Numbers registry and the iptables manual page for the protocol-
match syntax.

QUESTION NO: 14

What type of wireless transmission utilizes the process shown in this image?
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A. Frequency Hopping Spread Spectrum (FHSS) 

B. Direct Sequence Spread Spectrum (DSSS) 

C. Lamar Anthell Transmission (LAT) 

D. Digital Band Hopping (DBH) 

E. Digital Channel Hopping (DCH) 

ANSWER: B 

Explanation:

Direct Sequence Spread Spectrum (DSSS) is the wireless transmission method represented by a process in which each 
data bit is combined with a higher-rate pseudo-random bit pattern, commonly called a chipping sequence. Rather than 
moving a signal among separate frequencies, this process directly spreads the original information across a wider section of 
the radio spectrum. The receiving device uses the corresponding spreading code to correlate and recover the intended data 
stream. This gives DSSS resilience against narrowband interference and permits multiple transmissions to be distinguished 
by their codes where applicable. In Wi-Fi terminology, DSSS is historically associated with IEEE 802.11 and 802.11b 
physical-layer operation in the 2.4 GHz band. The IEEE 802.11 working group maintains the family of standards defining 
wireless LAN technologies at IEEE 802.11 Working Group. Cisco’s overview of spread-spectrum technologies also describes 
DSSS as spreading a signal by multiplying data with a pseudo-noise code, resulting in a wider-band signal: Cisco: Spread 
Spectrum Technology. Thus, the depicted code-based spreading process identifies Direct Sequence Spread Spectrum 
(DSSS).

QUESTION NO: 15

As you increase the layers of security in your organization you must watch the network behavior closely.

What kind of problems can an improperly configured IDS cause in your network?

A. False negatives, which can make you think that your network isnt being intruded upon. 

B. False negatives, which can get you to start thinking all alerts are phony and causing you to stop reacting to them in a 
timely manner. 

C. False positives, which can get you to start thinking all alerts are phony and causing you to stop reacting to them in a 
timely manner. 

D. False positives, which can make you think that your network isnt being intruded 

E. True-positive, which can get you to start thinking all alerts are fake and causing you to stop reacting to them in a timely 
manner. 

ANSWER: A C 

Explanation:
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An improperly configured intrusion detection system can produce false negatives, which can make you think that your 
network isnt being intruded upon. A false negative occurs when malicious activity is present but the IDS does not generate 
an alert. Misconfigured signatures, inadequate inspection coverage, incorrectly tuned thresholds, encrypted traffic that 
cannot be inspected, or sensor placement gaps can all reduce detection capability. The resulting absence of alerts may 
create unwarranted confidence in the organization’s security posture while an intrusion proceeds undetected.

An improperly configured IDS can also produce false positives, which can get you to start thinking all alerts are phony and 
causing you to stop reacting to them in a timely manner. Excessive non-malicious alerts create alert fatigue: analysts 
repeatedly spend time investigating benign activity, lose trust in the monitoring output, and may delay or overlook meaningful 
alerts. Proper IDS operation therefore requires ongoing tuning, baselining normal traffic, validating detection rules, and 
monitoring alert quality. NIST describes intrusion detection as identifying attempted or completed intrusions and emphasizes 
the need to analyze and respond to alerts effectively. See NIST SP 800-94: Guide to Intrusion Detection and Prevention 
Systems and CISA Cyber Threats and Advisories.

QUESTION NO: 16

You are building the rules of your new firewall. You wish to allow only (Internal) access to smtp email on the Internet 
(External). You wish for all other traffic to be disallowed. Which of the following rules will you have to implement to make this 
happen?

A. Direction: Inbound, Protocol: TCP, Source IP: Internal, Destination IP: External, Source Port: 25, Destination 
Port: >=1024, Action: Allow. 

B. Direction: Outbound, Protocol: TCP, Source IP: External, Destination IP: Internal, Source Port: 25, 
Destination Port: >=1024, Action: Allow. 

C. Direction: Outbound, Protocol: TCP, Source IP: Internal, Destination IP: External,
Source Port: >=1024, 
Destination Port: 25, Action: Allow. 

D. Direction: Inbound, Protocol: TCP, Source IP: External, Destination IP: Internal, Source Port: 25, Destination 
Port: >=1024, Action: Allow. 

E. Direction: Inbound, Protocol: SMTP, Source IP: Internal, Destination IP: External, Source Port: 25, 
Destination Port: >=1024, Action: Allow 

ANSWER: C D 

Explanation:

SMTP server connections use TCP port 25 at the receiving mail server. Therefore, the rule Direction: Outbound, Protocol: 
TCP, Source IP: Internal, Destination IP: External, Source Port: >=1024, Destination Port: 25, Action: Allow. permits an 
internally initiated SMTP connection to an external server. The internal client normally selects a temporary high-numbered 
source port, while the external SMTP service is addressed on destination port 25. TCP then returns response packets from 
the external server with source port 25 to the client’s temporary destination port. The rule Direction: Inbound, Protocol: TCP, 
Source IP: External, Destination IP: Internal, Source Port: 25, Destination Port: >=1024, Action: Allow. allows that required 
return path. Together, these rules form the outbound request and inbound response flow needed for SMTP access while a 
default deny rule can block traffic not explicitly permitted. This rule pair reflects the conventional client-server TCP port 
relationship described in the IANA Service Name and Transport Protocol Port Number Registry, where SMTP is assigned 
port 25. In a stateful firewall, the inbound return traffic can commonly be allowed by connection state rather than a separate 
broad port-based rule; however, for explicit directional filtering, both flows must be accounted for. See IANA’s SMTP port 
registry and RFC 5321.

QUESTION NO: 17

If you are looking for plain-text ASCII characters in the payload of a packet you capture using Network

Monitor, which Pane will provide you this information?

A. Summary Pane 
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B. Packet Pane 

C. Collection Pane 

D. Hex Pane 

E. Detail Pane 

ANSWER: D 

Explanation:

The Hex Pane provides the raw byte-level view needed to identify plain-text ASCII characters within a captured packet’s 
payload. Network Monitor presents packet data in both hexadecimal notation and a corresponding character representation. 
The hexadecimal portion lets an analyst inspect the exact bytes that were transmitted, while the character side renders bytes 
that map to printable ASCII characters as readable text. This makes the pane particularly useful when examining 
unencrypted application data, protocol fields, commands, file signatures, or other payload content that may appear as text on 
the wire.

Viewing the raw frame is important because it preserves the packet’s actual contents rather than relying only on protocol 
parsing or a summarized display. An analyst can select a protocol field in a detailed decode and correlate it with the relevant 
byte offset and ASCII rendering in the Hex Pane. This supports accurate validation of what was captured and helps 
distinguish readable payload text from encoded or binary data. Microsoft’s Network Monitor download and product 
information are available through the Microsoft Network Monitor 3.4 download page; Microsoft also describes Network 
Monitor’s packet-capture and analysis role in its Network Monitor 3.4 announcement.

QUESTION NO: 18

You have just installed your new network-based IDS. What kinds of attacks will this system be able to detect?

A. DoS 

B. Buffer Overflows 

C. DDoS 

D. Opening a local unauthorized folder 

E. Writing to an unauthorized file 

ANSWER: A B C 

Explanation:

A network-based intrusion detection system monitors traffic traversing the network segment or sensor location. This visibility 
allows it to identify denial-of-service activity from characteristics such as abnormal traffic volume, protocol misuse, 
connection floods, or patterns that exhaust a target service’s available resources. It can similarly detect distributed denial-of-
service activity when traffic from multiple sources produces recognizable flooding or attack signatures. In both cases, 
detection effectiveness depends on the sensor being positioned where it can observe the relevant traffic and on appropriate 
thresholds, signatures, or behavioral baselines.

Buffer-overflow attacks can also be detected when their delivery or exploitation attempts are visible in network packets. A 
network IDS may match known exploit payload signatures, malformed protocol fields, unusually long input values, or protocol 
sequences associated with attempts to trigger a vulnerable network service. This is a core use of signature-based network 
intrusion detection, while behavioral analysis can complement signatures for unusual traffic patterns. NIST describes 
network-based IDS as monitoring network traffic for signs of possible incidents, and explains the use of signature and 
anomaly-based detection techniques. See NIST SP 800-94: Guide to Intrusion Detection and Prevention Systems and CISA 
Malware and Ransomware guidance.

QUESTION NO: 19
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To increase the security of the network, you have decided to implement a solution using authentication tokens. You are 
explaining this to a coworker who is not familiar with tokens.

What are Authentication Tokens?

A. An authentication token is a software program that is installed on each user computer. Upon execution of the program, 
each user will be authenticated into the network. 

B. An authentication token is a hardware device that is to be installed, either via a parallel or serial port. Once the user has 
installed the token, he or she will be able to access the resources on the network that they have been granted access. 

C. An authentication token is a portable device, such as a handheld computer, that stores an authenticating sequence, that 
the user will enter after logging into the system to gain access to network resources. 

D. An authentication token is a software program that is installed on the main server of the network. As the user is logging in, 
the server will instruct the user for username and password. 

E. An authentication token is a portable device used for authenticating a user, thereby allowing authorized access into a 
network system. 

ANSWER: E 

Explanation:

An authentication token is a portable device used for authenticating a user, thereby allowing authorized access into a 
network system. This describes the traditional security-token concept: something a user possesses that participates in 
proving their identity. A token can generate or store a value used during sign-in, such as a one-time password, or can hold 
cryptographic credentials that respond to an authentication challenge. Possession of the device is therefore an additional 
authentication factor, commonly used alongside a password or PIN to provide multifactor authentication.

In a network-access setting, the token helps the authentication service establish that the person requesting access has the 
required credential. After the identity is successfully verified, the system can apply authorization rules to determine which 
network resources that authenticated identity may use. This distinction is important: the token supports authentication, while 
permissions and access-control policies determine the resources available after authentication. NIST describes 
authenticators as something a claimant possesses and uses to authenticate, including cryptographic devices and one-time-
password devices. Microsoft similarly describes security keys as physical devices that support phishing-resistant 
authentication. See NIST SP 800-63B: Digital Identity Guidelines and Microsoft Entra passwordless authentication.

QUESTION NO: 20

As Intrusion Detection Systems become more sophisticated, the software manufacturers develop different methods of 
detection. If an IDS uses the process of matching known attacks against data collected in your network, what is this known 
as?

A. Signature analysis 

B. Packet filter matching 

C. Statistical analysis 

D. Analysis engine engagement 

E. Packet match and alarming 

ANSWER: A 

Explanation:

Signature analysis is the correct term for an IDS method that compares observed network traffic, packets, events, or other 
collected activity with predefined patterns associated with known malicious behavior. Those patterns, commonly called 
signatures, can represent characteristics such as an exploit payload, a malicious command sequence, a protocol anomaly 
tied to a specific attack, or a known indicator of compromise. When collected data matches a signature, the IDS can 
generate an alert and provide a classification based on the recognized attack pattern.
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This detection approach is especially effective for threats that have already been studied and for which reliable detection 
rules have been created. It depends on maintaining a current signature set so the IDS can recognize newly documented 
threats. NIST describes signature-based detection as comparing activity with known attack signatures in its Guide to 
Intrusion Detection and Prevention Systems. Cisco likewise explains that signature-based IDS/IPS technologies use 
signatures to identify known malicious traffic and activity in its Intrusion Prevention System overview. Therefore, matching 
known attacks against data gathered from the network is signature analysis.

QUESTION NO: 21

You are using Network Monitor to capture some traffic for later analysis. When you do begin to look at your captured data, 
you examine the TCP traffic you captured. In a TCP

Header, what is the function of the first sixteen bits?

A. To define the type 

B. To define the IP Version 

C. To define the destination port number 

D. To define the upper layer protocol 

E. To define the source port number 

ANSWER: E 

Explanation:

“To define the source port number” is correct because the Transmission Control Protocol header begins with a 16-bit Source 
Port field. This field identifies the sending application’s transport-layer port for the TCP segment. Together with the source IP 
address, it helps identify the sending endpoint of a TCP connection; the destination IP address and destination port identify 
the receiving endpoint. Network-monitoring tools display these values so an analyst can associate captured TCP traffic with 
services and conversations, such as a client’s temporary source port communicating with a server’s listening port. Port 
values are unsigned 16-bit numbers, giving the TCP port-number space a range from 0 through 65,535. The current TCP 
specification defines the header layout with Source Port occupying bits 0 through 15, before the 16-bit Destination Port field. 
This ordering is consistent across TCP packets, including connection setup, data transfer, and connection termination 
segments. See the TCP header format in RFC 9293, section 3.1. For background on transport protocol port numbers and 
their role in identifying application endpoints, consult RFC 6335.

QUESTION NO: 22

You wish to configure a new Cisco router, which will take advantage of the AutoSecure feature. The AutoSecure security 
features are divided into which two planes?

A. Critical Plane 

B. Management Plane 

C. Recursive Plane 

D. Non-Critical Plane 

E. Forwarding Plane 

F. Responsive Plane 

ANSWER: B E 

Explanation:
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Cisco AutoSecure applies a baseline router-hardening configuration organized around the Management Plane and the 
Forwarding Plane. The Management Plane covers the services and interfaces used to administer, monitor, and control the 
router. AutoSecure protects this exposure by applying secure management practices, such as strengthening access controls 
and reducing unnecessary management services. This is important because management access has privileged control over 
device configuration and operational state.

The Forwarding Plane is responsible for processing and forwarding traffic through the router. AutoSecure addresses this 
plane by applying protections that help the device continue handling legitimate transit traffic while reducing exposure to 
malicious or malformed traffic directed at its packet-processing functions. Treating management functions and packet 
forwarding as distinct security areas enables a practical baseline that protects both administrative access and the router’s 
core traffic-handling role.

Cisco documents AutoSecure as an automated security configuration feature that secures the router’s management and 
forwarding planes. Its behavior and available configuration are described in the Cisco IOS AutoSecure Configuration Guide. 
Cisco’s broader guidance on securing infrastructure devices is also available in the Cisco network security overview.

QUESTION NO: 23

You are configuring the Access Lists for your new Cisco Router. The following are the commands that are entered into the 
router for the list configuration.

Router(config)#access-list 64 deny 10.10.11.0 0.0.0.255

Router(config)#access-list 64 deny 10.10.12.0 0.0.0.255

Router(config)#interface Ethernet 0

Router(config-if)#ip access-group 64 out

Based on this configuration, and using the exhibit, select the answers that identify what the list will accomplish.

A. Deny network 10.10.11.0 from access to network 10.10.12.0 

B. Deny network 10.10.12.0 from access to network 10.10.11.0 

C. Deny network 10.10.11.0 from access to network 10.10.10.0 

D. Deny network 10.10.12.0 from access to network 10.10.10.0 
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E. Deny all outgoing traffic on E0 

ANSWER: C D E 

Explanation:

Access list 64 is a numbered standard IPv4 access list. Standard access lists evaluate only the packet’s source IPv4 
address, and the wildcard mask 0.0.0.255 identifies all hosts in each specified /24 source network. Consequently, traffic 
sourced from 10.10.11.0/24 and traffic sourced from 10.10.12.0/24 match the two explicit deny entries. Because the list is 
applied with ip access-group 64 out on Ethernet 0, those matches are evaluated when packets are about to leave 
Ethernet 0. In the displayed topology, Ethernet 0 is the path toward 10.10.10.0, so the configuration denies network 
10.10.11.0 from access to network 10.10.10.0 and denies network 10.10.12.0 from access to network 10.10.10.0.

ACL processing also has an implicit deny any at the end whenever no matching permit statement exists. Since this list 
contains only deny statements and no permit statement, every packet that does not match either explicit source-network 
deny is also denied. Thus, the operational result at Ethernet 0 is denial of all outgoing traffic. Cisco’s documentation 
describes standard ACL source-address matching and the implicit deny behavior in its Access Control Lists overview and 
explains ACL application direction in the Cisco IPv4 ACL configuration guide.

QUESTION NO: 24

What is the order of the defensive layers a cracker would have to compromise when attacking a

properly secured network?

A) Firewall

B) Router

C) Application

D) Host

E) IDS

A. B, E, A, D, C 

B. B, A, E, D, C 

C. A, B, C, D, E 

D. A, B, E, D, C 

E. A, E, B, D, C 

ANSWER: B 

Explanation:

The correct defensive-layer sequence is B, A, E, D, C: router, firewall, IDS, host, and application. This represents a defense-
in-depth architecture viewed from an external attacker’s path toward the protected business service. The edge router is the 
outer network boundary and typically applies routing controls and basic traffic filtering before traffic enters the protected 
environment. The firewall is the next major enforcement point, applying the organization’s policy to allow only authorized 
connections and services. An intrusion detection system then provides an additional detection layer, monitoring traffic and 
events for suspicious activity that may indicate an attempted or successful bypass of preventive controls. Once an attacker 
reaches an internal target, the host’s operating-system security controls, such as authentication, authorization, hardening, 
and endpoint protections, must be overcome. Finally, the attacker must compromise the application itself, which is the layer 
where the protected service and its data are exposed. This ordered layering reflects the principle that security controls 
should be distributed across network, system, and application boundaries rather than relying on a single control. See NIST’s 
guidance on layered security controls in NIST SP 800-53 and Cisco’s overview of firewall security.
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