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QUESTION NO: 1

What type of cipher is used by an algorithm that encrypts data in chunks of data, 64 bits at a time?

A. 64-bit encryption Cipher 

B. Block Cipher 

C. Stream Cipher 

D. Diffuse Cipher 

E. Split Cipher 

ANSWER: B 

QUESTION NO: 2

You are forming the security policy for your organization. You have identified those in the organization who will participate in 
the creation of the policy. Several of the people you have contacted wish to know what will be on the agenda during the first 
meeting. During the very first policy design meeting, which of the following issues will you tell those in the policy committee 
to discuss?

A. Identification of the critical business resources 

B. Identification of the infrastructure architecture 

C. Determination of the type of policy to create 

D. Identification of the critical business policies 

E. Determination of the critical policies of key connected business partners 

ANSWER: A C D 

QUESTION NO: 3

You are examining the Authentication Logs on your Windows 2003 server. Specifically, you are looking for types of logon 
that were successful. Which of the following correctly match the Logon Type with its numerical value?

A. Logon Type 0 - Interactive with Smart Card 

B. Logon Type 1 - Network with Smart Card 
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C. Logon Type 2 - Interactive 

D. Logon Type 3 - Network 

E. Logon Type 7 - Unlock the Workstation 

ANSWER: C D E 

QUESTION NO: 4

Which of the following pieces of information are found in the Inode, on a Linux system?

A. Directory Location 

B. File ownership information 

C. File size in Bytes 

D. Filename 

E. File access time 

ANSWER: B C E 

QUESTION NO: 5

In your organization, the majority of employees use Microsoft Outlook Express as their email client. You are configuring 
these systems so that applications on the employee systems cannot send email, posing as the user of the system. Under the 
Security tab, which option will you select to achieve this goal?

A. Do not allow other applications to send mail as me. 

B. Disable application mail delivery. 

C. Prompt me prior to application mail delivery. 

D. Warn me when other applications try to send mail as me. 

E. Do not allow applications that could potentially transmit a virus to send mail as me. 

ANSWER: D 

QUESTION NO: 6
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While configuring TCP Wrappers on your Linux system, you desire to create a line that will effect the single host 10.20.23.45 
accessing the telnet service. Which of the following lines will achieve this desired result?

A. 10.20.23.45_HOST: in.telnetd 

B. HOST(10.20.23.45): in.telnetd 

C. in.telnetd: HOST_10.20.23.45 

D. in.telnetd: ONLY_10.20.23.45/32 

E. in.telnetd: 10.20.23.45 

ANSWER: E 

QUESTION NO: 7

You are concerned that email messages sent to your Outlook clients could contain customized and dangerous scripting. 
What can you do to minimize the threat that this specific type of email presents?

A. Install and Update Anti-Virus software 

B. Update the Security Settings for the clients at the SMTP Server 

C. Disable the Preview Pane 

D. Be sure that all forms of scripting are disabled on all clients 

E. Minimize the number of contacts allowed in an address book 

ANSWER: C 

QUESTION NO: 8

If an attacker uses a program that sends thousands of email messages to every user of the network, some of them with over 
50MB attachments. What are the possible consequences to the email server in the network?

A. Server hard disk can fill to capacity 

B. Client hard disks can fill to capacity 

C. Server can completely crash 

D. Network bandwidth can be used up 

E. Clients cannot receive new email messages 
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ANSWER: A C 

QUESTION NO: 9

Your organization assigns an Annual Loss Expectancy to assets during a risk analysis meeting. You have a server which if 
down for a day will lose the company $35,000, and has a serious root access attack against it once per month. What is the 
ALE for this attack against this server?

A. $35,000 

B. $120,000 

C. $2,916 

D. $3,500 

E. $420,000 

ANSWER: E 

QUESTION NO: 10

Recently, you have seen an increase in intrusion attempts and in network traffic. You decide to use

Snort to run a packet capture and analyze the traffic that is present. Looking at the example, what type of traffic did Snort 
capture in this log file?

A. Linux Ping Response 

B. Linux Ping Request 
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C. Windows 2000 Ping Request 

D. Windows 2000 Ping Response 

E. Windows NT 4.0 Ping Request 

ANSWER: B 

QUESTION NO: 11

In order to check on the passwords in your organization, you have been given the authority to run a password checking tool. 
You are going to use the tool LCP to check the passwords. What are the three main options available to you to configure 
LCP to attack and check passwords?

A. Reverse Attack 

B. Dictionary Attack 

C. Hybrid Attack 

D. Brute Force Attack 

E. Cryptographic Attack 

ANSWER: B C D 

QUESTION NO: 12

Which of the following fields are found in a user account's line in the /etc/passwd file?

A. The User Identifier assigned to the user account 

B. The home directory used by the user account 

C. The number of days since the user account password was changed 

D. The full name for the user account 

E. The number of days until the user account's password must change 

ANSWER: A B D 

QUESTION NO: 13

https://dumpsarena.co/


DumpsArena - Pass Your Next Certification Exam Fast!
dumpsarena.co

From the following list, chose the primary reason for splitting a Security Policy into multiple smaller policies?

A. Smaller policies are cheaper to produce 

B. Smaller policies are simpler to manage 

C. Smaller policies are simpler to produce 

D. Smaller policies are more legally binding 

E. Smaller policies provide better security control 

ANSWER: B 

QUESTION NO: 14

After installing a new SuSe Linux system, you wish to enhance the security of this computer. You type in the following 
commands (with actions in parenthesis): grub (press

Enter) md5crypt qwerty (copy the result of this command) quit

gedit /boot/grub/menu.1st & password -md5 (Paste what you copied earlier)

(Save and close gedit)

What is the effect of following these commands and actions?

A. You have encrypted the grub menu with an MD5 hash. 

B. You have added an MD5 hash of the word qwerty to the 1st time the grub menu is run. 

C. You have added an MD5 password to the gedit process. 

D. You have added an MD5 hash to the grub process. 

E. You have added an MD5 hash of the word qwerty to the boot process. 

ANSWER: E 

QUESTION NO: 15

Which three of the following are examples of the reason that Message Authentication is needed?

A. Packet Loss 

B. Content Modification 

C. Masquerading 
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D. Public Key Registration 

E. Sequence Modification 

ANSWER: B C E 
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