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QUESTION NO: 1

To maintain the security of your network you routinely run several checks of the network and computers.
Often you use the built-in tools, such as netstat. If you run the following command, netstat

—s which of the following will be the result?

A. Displays all connections and listening ports

B. Displays Ethernet statistics.

C. Displays addresses and port numbers in numerical form

D. Shows connections for the protocol specified

E. Displays per-protocol statistics

ANSWER: E

Explanation:

Displays per-protocol statistics is correct. The netstat -s command reports cumulative protocol statistics maintained
by the operating system’s networking stack. Depending on the platform and enabled protocols, this output can include
counters for IP, ICMP, TCP, UDP, and IPv6-related traffic. Typical values include packets received and sent, connection
attempts, resets, errors, retransmissions, and discarded datagrams. These counters are useful during security monitoring
and troubleshooting because unexpected volumes of resets, failures, malformed traffic, or retransmissions can indicate
connectivity problems, misconfigurations, scanning activity, or denial-of-service conditions that merit further investigation.
The command presents statistical totals rather than a live list of individual connections. Microsoft documents the -s
parameter as displaying statistics by protocol, with the output varying according to the protocol selected or available in the
system. For operational context, these metrics should be interpreted alongside firewall, endpoint, and packet-capture
evidence rather than treated as proof of a particular security event on their own. See Microsoft Learn: netstat and Microsoft
Learn: Netstat technical reference.

QUESTION NO: 2

Which of the following equation pairs show examples of an Inverse Function?
A. 20+3=23 and 23-3=20

B. 10*2=20 and 20/2=10

C. 20*2=40 and 40*0.5=20

D. 40/2=20 and 20/0.5=40

E. 30+10=40 and 40-10=30

F. 10*2=20 and 20*0.5=10

ANSWER:ABCDEF

Explanation:

Each listed pair demonstrates inverse operations because the second calculation reverses the first calculation and restores
the starting value. Addition by a fixed value is undone by subtraction of that same value, as shown by 20+3=23 and 23-3=20
and 30+10=40 and 40-10=30. Likewise, multiplication by a nonzero number is undone either by division by that same
number or multiplication by its reciprocal. Therefore, 10*2=20 and 20/2=10 reverses multiplication by two through division by
two. Multiplication by 0.5 is equivalent to division by two, so 20*2=40 and 40*0.5=20 and 10*2=20 and 20*0.5=10 also return
to the original input. Finally, dividing by 0.5 is equivalent to multiplying by two; consequently, 40/2=20 and 20/0.5=40
reverses the initial division by two. In functional terms, composing a function with its inverse produces the identity result: the
original value is recovered. This is the central property of inverse functions and inverse operations. See OpenStax: Inverse
Functions and Khan Academy: Introduction to Inverse Functions.
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QUESTION NO: 5

While configuring TCP Wrappers on your Linux system, you desire to create a line that will effect every local computer's
access to the ftp service. Which of the following lines will achieve this desired result?

A. NETWORK(LOCAL): in.ftpd
B. in.ftpd: LOCAL

C. in.ftpd: NETWORK

D. in.ftpd: NETWORK(LOCAL)
E. LOCAL_NET: in.ftpd

ANSWER: B

Explanation:

in.ftpd: LOCAL is the appropriate TCP Wrappers access-control entry. TCP Wrappers rules, typically placed in
/etc/hosts.allowor /etc/hosts.deny, use the form daemon list : client list.Here, in. ftpd identifies the
FTP daemon to which the rule applies, and LOCAL is a built-in client pattern. The LOCAL pattern matches hosts whose
resolved hostname contains no dot, which is the traditional TCP Wrappers definition of a local host. Therefore, this entry
applies the FTP access rule to every client recognized as local under that naming convention.

This syntax is important because the service name must precede the colon and the client-selection pattern must follow it.
The rule can be used to allow those local clients when placed in hosts.allow, subject to the normal TCP Wrappers
evaluation order, or to deny them when used in hosts.deny. The TCP Wrappers manual documents both the
daemon/client rule structure and the meaning of LOCAL. See the hosts access(5) manual and the hosts options(5) manual
for the applicable pattern and access-control details.

QUESTION NO: 6

You are creating the User Account section of your organizational security policy. From the following options, select the
questions to use for the formation of this section?

A. Are users allowed to make copies of any operating system files (including, but not limited to /etc/passwd or the SAM)?
B. Who in the organization has the right to approve the request for new user accounts?

C. Are users allowed to have multiple accounts on a computer?

D. Are users allowed to share their user account with coworkers?

E. Are users required to use password-protected screensavers?

F. Are users allowed to modify files they do not own, but have write abilities?

ANSWER: BCD

Explanation:

The User Account section of a security policy should establish clear governance over the account life cycle, including who
may authorize accounts, whether an individual may hold more than one account, and whether credentials may ever be used
by another person. “Who in the organization has the right to approve the request for new user accounts?” defines
accountable authorization before an account is created. This supports controlled provisioning and ensures that access is
connected to a legitimate business need. “Are users allowed to have multiple accounts on a computer?” addresses account
assignment and the circumstances in which separate accounts, such as privileged and standard user accounts, are
permitted. Defining this prevents unmanaged or unnecessary identities. “Are users allowed to share their user account with
coworkers?” establishes the policy position on individual accountability and credential use. User accounts should be
attributable to a specific person so activity can be audited and investigated reliably. NIST control AC-2 specifically covers
account management, including account authorization, creation, use, and removal, while |1A-2 addresses identification and
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authentication for organizational users. These topics are directly relevant to a user-account policy and provide the necessary
administrative and accountability controls. See NIST SP 800-53 Rev. 5 and the NIST Cybersecurity Framework.

QUESTION NO: 7

You are examining the Authentication Logs on your Windows 2003 server. Specifically, you are looking for types of logon
that were successful. Which of the following correctly match the Logon Type with its numerical value?

A. Logon Type 0 - Interactive with Smart Card
B. Logon Type 1 - Network with Smart Card
C. Logon Type 2 - Interactive

D. Logon Type 3 - Network

E. Logon Type 7 - Unlock the Workstation

ANSWER:CD E

Explanation:

Windows security auditing records a numeric logon type to identify the mechanism through which a successful logon session
was established. “Logon Type 2 - Interactive” is correct because type 2 denotes a user signing in locally at the computer
console, including a direct console session. “Logon Type 3 - Network” is correct because type 3 represents authentication
performed to access a resource over the network, such as a shared folder or printer, without an interactive desktop session
being created on the destination machine. “Logon Type 7 - Unlock the Workstation” is correct because type 7 identifies
successful authentication used to unlock a workstation that was already logged on and locked. These values are useful
when reviewing successful-logon audit events because they distinguish physical or console access, network-resource
access, and restoration of access to an existing desktop session. Microsoft’s security auditing documentation lists the logon-
type values and their meanings for successful logon events; although modern documentation uses event 4624, the core type
definitions—including 2, 3, and 7—are the same values used in earlier Windows security auditing contexts. See Microsoft’s
Event 4624 documentation and Microsoft’s logon types reference.

QUESTION NO: 8

You have a file on your Linux system, and you need to modify the file's permissions. The permissions you wish to apply are:
Read, Write, and Execute for the User; Read for the

Group: and Read for the Others.

What command will allow you to achieve this?
A. chmod 744 test_file.tar.gz

. chmod 644 test_file.tar.gz

. chmod 700 test file.tar.gz

. chmod 774 test_file.tar.gz

m O O W

. chmod 600 test_file.tar.gz

ANSWER: A

Explanation:

chmod 744 test file.tar.gz is correct because numeric Linux permission notation supplies one octal digit for each
permission class in this order: user (file owner), group, and others. Each digit is the sum of the permission values that are
enabled: read is 4, write is 2, and execute is 1. For the user, read + write + execute equals 7. The group requires read only,
which equals 4. Others also require read only, which equals 4. Consequently, the permission mode is 744.
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When applied to test file.tar.gz, this command gives the owner full access to read the file, modify it, and execute it;
members of the file’s group can read it; and all other users can read it. Numeric modes are a standard, concise way to set
these permissions with chmod, provided the user running the command owns the file or has sufficient administrative
privileges. The GNU Core Utilities documentation describes chmod and its numeric mode syntax at GNU Coreutils: Mode
Structure. The Linux manual page also documents the permission bits and the chmod command at chmod(1).

QUESTION NO: 9

In your organization, the majority of employees use Microsoft Outlook Express as their email client. You are configuring
these systems so that applications on the employee systems cannot send email, posing as the user of the system. Under the
Security tab, which option will you select to achieve this goal?

A. Do not allow other applications to send mail as me.

B. Disable application mail delivery.

C. Prompt me prior to application mail delivery.

D. Warn me when other applications try to send mail as me.

E. Do not allow applications that could potentially transmit a virus to send mail as me.

ANSWER: D

Explanation:

Warn me when other applications try to send mail as me. is the applicable Outlook Express Security-tab setting. It
addresses the risk that another local program, including malware using the installed email client as a sending mechanism,
attempts to create and transmit a message under the currently logged-on user’s identity. When this setting is enabled,
Outlook Express presents a security warning before an external application can send mail on the user’s behalf. The user
must consciously review and approve the request; therefore, a background application cannot silently impersonate the user
and send email without interaction. This is the intended client-side control for preventing unauthorized automated use of
Outlook Express’s mail-sending functionality while retaining the ability for legitimate applications to request mail sending
when required. The setting is particularly relevant to limiting propagation behavior historically used by email worms, which
attempted to automate message creation and delivery through installed email clients. Microsoft's security guidance
emphasizes both reducing exposure to malicious software and requiring user awareness for actions that may transmit
information or execute potentially unsafe behavior. See Microsoft’'s malware-protection guidance and the Windows security
overview.

QUESTION NO: 10

Default DES implementations use a key length that is how long?
A. 1024 bits

B. 72 bits

C. 56 bits

D. 256 bits

E. 512 bits

ANSWER: C

Explanation:

The correct answer is 56 bits. The Data Encryption Standard (DES) accepts a 64-bit key value, but eight of those bits are
designated as parity bits—one in each byte. These parity bits are used for error checking and do not contribute to the

cryptographic key space. Consequently, DES has an effective key length of 56 bits, yielding 2°6 possible encryption keys.
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This relatively small effective key size is now considered insecure because modern computing resources can exhaustively
search the DES key space in a feasible time. DES was therefore withdrawn as a Federal Information Processing Standard,
and its use has been superseded by stronger algorithms such as the Advanced Encryption Standard (AES). The historical
distinction between the 64-bit supplied key and its 56-bit effective cryptographic strength is essential when describing
standard DES key length. See NIST’s FIPS 46-3, Data Encryption Standard, which specifies that eight parity bits are
discarded from the 64-bit key, and the NIST Block Cipher Techniques project for current cryptographic algorithm guidance.

QUESTION NO: 13

You are configuring the security of a service using Xinetd. You wish to add a line to the configuration of the service that
grants access during the hours of 6AM to 7PM. Which of the following lines will you need to add to the configuration to
achieve this result?

A. access_from = 6:00 - 19:00

B. access_times = 6AM:7PM

C. access_from = 6AM:7PM

D. access_times = 6:00<->19:00
E. access_times = 6:00 - 19:00
F. access_times = 06:00-19:00
ANSWER: F

Explanation:

access times = 06:00-19:00 is the appropriate Xinetd service-configuration directive for limiting availability by time of
day. Xinetd uses the access_ times attribute to define the daily period during which a service may be accessed. Its
required value format is a start time and an end time expressed as 24-hour hour : minute values, joined directly by a
hyphen. Therefore, 06:00 represents 6 AM and 19: 00 represents 7 PM, producing the requested access window. This line
belongs within the relevant service definition in an Xinetd configuration file, alongside other service attributes such as the
socket type, protocol, and access-control settings. Using explicit, zero-padded 24-hour times makes the intended policy
unambiguous and conforms to the documented syntax. The Xinetd configuration manual documents access times with
the form hour:minute-hour:minute and describes it as controlling the times when a service is available. See the
xinetd.conf manual page and the xinetd.conf(5) reference.

QUESTION NO: 14

Which two of the following are factors that must be considered in determining the likelihood of occurrence during a risk
analysis review?

A. What are the methods available to attack this asset?

B. What are the costs associated with protecting this asset?

C. Does the threat have sufficient capability to exercise the attack?

D. Does the threat have the motivation or incentive to exercise the attack?

E. Are any of the assets worthy of an attack?

ANSWER: CD

Explanation:

Likelihood in a risk analysis expresses the probability that a threat event will successfully occur, rather than the size of the
resulting business loss or the cost of a safeguard. A sound assessment therefore considers whether the relevant threat actor
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can actually carry out the event and whether that actor has a reason to do so. “Does the threat have sufficient capability to
exercise the attack?” addresses capability: the skills, tools, resources, access, and technical capacity needed to exploit a
weakness. Greater capability makes successful occurrence more plausible. “Does the threat have the motivation or incentive
to exercise the attack?” addresses intent, including the attacker’s objectives, expected gain, ideology, coercion, or other
incentive. A capable threat source that lacks interest in the target may present a lower likelihood than one with both
capability and strong intent. NIST’s risk-assessment guidance identifies threat-source capability and intent as central inputs
to evaluating the likelihood of a threat event, together with relevant vulnerabilities and existing controls. This matches the
practical security objective of estimating how likely a credible threat is to act and succeed against the environment. See NIST
SP 800-30 Rev. 1, Guide for Conducting Risk Assessments and NIST SP 800-37 Rev. 2, Risk Management Framework.

QUESTION NO: 15

You run an enterprise network for a large company. There are a few isolated branches in the company, which do not connect
to the main network. You wish to increase the security of those branches by implementing NTLMv2. Since, those branches
are in areas of the world where United States Export

Restrictions are not met, what mode will NTLMv2 be installed in?
A. 512-bit mode

B. 256-bit mode

C. 128-bit mode

D. 64-bit mode

E. 56-bit mode

ANSWER: E

Explanation:

56-bit mode is the correct historical answer. This question reflects the export-control model used with older Microsoft
Windows and NTLMv2-era products. At that time, cryptographic capabilities shipped outside locations approved under
United States export rules could be limited to 56-bit encryption, rather than the stronger 128-bit implementation distributed in
unrestricted circumstances. Therefore, where the stated export requirements were not met, the applicable installation mode
was 56-bit mode.

It is important to read this as a legacy product and licensing/export question, rather than as guidance for designing a modern
authentication deployment. NTLMv2 improves over earlier NTLM mechanisms by using a challenge-response design that
incorporates a client challenge, target information, and stronger calculations than NTLMv1. Microsoft now recommends
reducing and ultimately eliminating NTLM use where possible, in favor of Kerberos and other modern authentication
approaches. The current protocol documentation describes NTLM as a Microsoft authentication protocol and provides
background on its role in Windows environments: Microsoft Learn: NTLM overview. Microsoft’'s current security guidance
also tracks the move away from NTLM in Windows environments: Microsoft Learn: NTLM blocking and exceptions.

QUESTION NO: 16

If an attacker uses a program that sends thousands of email messages to every user of the network, some of them with over
50MB attachments. What are the possible consequences to the email server in the network?

A. Server hard disk can fill to capacity
B. Client hard disks can fill to capacity
C. Server can completely crash

D. Network bandwidth can be used up

E. Clients cannot receive new email messages
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ANSWER: ACDE

Explanation:

“Server hard disk can fill to capacity” is correct because an email server must accept, spool, queue, scan, and retain
message data while it processes delivery. Thousands of messages with very large attachments can rapidly consume the
storage allocated to message queues, mailboxes, logs, and temporary antivirus or content-filtering files. SMTP
implementations use queues to hold messages pending delivery, as described in RFC 5321.

“Server can completely crash” is also a possible result when the mail-bomb workload exhausts critical resources such as
disk space, memory, processor capacity, file handles, or mail-queue processes. This is a denial-of-service condition:
legitimate processing can stop or the service may become unavailable. “Network bandwidth can be used up” is correct
because repeated transmission of large attachments consumes available inbound, outbound, and internal network capacity,
impairing SMTP delivery and other network services.

“Clients cannot receive new email messages” is correct as a service-level consequence. When queues are saturated,
storage is exhausted, or the server is overloaded, it may defer, reject, or be unable to deliver legitimate mail to users. Denial-
of-service attacks commonly aim to make a system or service unavailable by exhausting resources, as summarized by
CISA’s denial-of-service guidance.

QUESTION NO: 17

You are creating the Remote Access section of your organizational security policy. From the following options, select the
questions to use for the formation of this section?

A. What methods of remote access are allowed (cable modem, DSL, and so on)?
B. How are partner VPNs to be configured (to firewall or host)?

C. Which users are authorized to install networking devices into computers?

D. What is the process for becoming authorized for remote access?

E. Is the entire network accessible remotely?

ANSWER: ADE

Explanation:

A remote-access policy must first define the approved connection methods because each method—such as a VPN over
consumer broadband—creates a route from an external network into organizational resources and may require different
technical safeguards. Asking “What methods of remote access are allowed (cable modem, DSL, and so on)?” establishes
the permitted technologies and prevents unmanaged or unapproved access paths. “What is the process for becoming
authorized for remote access?” is equally fundamental: the policy should specify who may receive remote access, the
approval workflow, and the conditions under which that authorization is granted, reviewed, or revoked. Finally, “Is the entire
network accessible remotely?” establishes the access boundary. Remote users should receive access only to the systems,
services, and network segments needed for their approved duties, consistent with least privilege and network segmentation.
Together, these questions define the allowable remote-access channels, the authorization lifecycle, and the scope of
accessible resources—the core governance decisions needed before technical controls are implemented. NIST’s guidance
on enterprise telework and remote access emphasizes policy-defined authorization, access control, and secure remote-
access architectures: NIST SP 800-46 Rev. 2. See also NIST guidance on least-privilege access control: NIST Least

Privilege.

QUESTION NO: 18

What is the name of the informational page that is relevant to a particular command in
Linux?

A. Readme Page
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B. Lnx_nfo Page
C. Man Page

D. X_Win Page

E. Cmd_Doc Page

ANSWER: C

Explanation:

Man Page is correct. In Linux and other Unix-like operating systems, a manual page, commonly called a “man page,” is the
standard built-in reference document for a command, system call, library function, configuration file, or other system
component. A user accesses the documentation for a command by entering man followed by the command name, such as
man 1s. The resulting page normally describes the command’s purpose, syntax, available options, arguments, exit status,
related commands, and sometimes examples. Man pages are organized into numbered sections so that entries with the
same name can be distinguished by type; for example, one section may document user commands while another documents
system calls. This makes man pages a primary source of authoritative, locally installed documentation for Linux
administration and command-line work. The GNU project’s documentation describes the man command as the interface
used to format and display the system’s online manual pages. See the man(1) Linux manual page and the GNU man-db
manual for further details.

QUESTION NO: 19

At the root@linuxbox$ prompt on a Linux machine you type Is -l b.doc and the output reads:
-rw-rw-r--1 simonusers313370ct 5 11:21 b.doc

According to this output, which of the following is true?

A. b.doc is a word document

B. Nobody but the owner can execute this file

C. This file is infected by the simon trojan

D. Nobody can read this file

E. Everyone can read this file

ANSWER: E

Explanation:

Everyone can read this file is correct. In the long-format listing produced by 1s -1, the initial hyphen denotes a regular file.
The following nine permission characters are divided into three sets of three: permissions for the file owner, the owning
group, and all other users. Here, rw- grants the owner read and write access, the next rw- grants members of the owning
group read and write access, and r-- grants all other users read access. Because every permission class includes r, any
user can open the file for reading, subject to normal filesystem access requirements such as being able to traverse the
directory containing it. The absence of x in each permission set means no execute permission is shown, but that does not
affect the fact that all three classes can read the file. The filename extension . doc does not determine either the file’s actual
format or its access permissions; the permission string is the relevant evidence. See the GNU Coreutils documentation for
information listed by 1s -1 and the Linux chmod manual page for symbolic permission interpretation.

QUESTION NO: 20
What are the four different modes of implementation of DES?
A. Stream Cycle Chaining (SCC)
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B. Electronic Codebook (ECB)
C. Output Feedback (OFB)

D. Cipher Feedback (CFB)

E. Cipher Block Chaining (CBC)

ANSWER:BCDE

Explanation:

DES is a symmetric block cipher with a 64-bit block size. To encrypt data that is longer than one block, DES is used with a
mode of operation that specifies how individual block-cipher operations are applied to a sequence of plaintext blocks. The
four traditional DES implementation modes are Electronic Codebook (ECB), Cipher Block Chaining (CBC), Cipher Feedback
(CFB), and Output Feedback (OFB). These modes were historically standardized for use with DES and other Federal
Information Processing Standards-approved block ciphers.

Electronic Codebook (ECB) applies the block cipher independently to each plaintext block. Cipher Block Chaining (CBC)
combines each plaintext block with the preceding ciphertext block before encryption, beginning with an initialization vector.
Cipher Feedback (CFB) uses block-cipher output as feedback to encrypt data in feedback-sized units, allowing a block
cipher to operate in a stream-like manner. Output Feedback (OFB) repeatedly encrypts a feedback value to generate a
keystream that is combined with plaintext. NIST defines these confidentiality modes and their operational requirements in
NIST SP 800-38A. Although DES is now obsolete for modern protection because its 56-bit key is vulnerable to exhaustive
search, these remain the classic DES modes described in security curricula; see FIPS 46-3.

QUESTION NO: 21

Which of the following fields are found in a user account's line in the /etc/shadow file?
A. The User Identifier assigned to the user account

B. The home directory used by the user account

C. The hashed version of the user account's password

D. The number of days since the user account password was changed

E. The number of days until the user account's password must change

ANSWER:CDE

Explanation:

The /etc/shadow file stores password-aging and password-authentication data for local user accounts. Its fields include
the user name, the encrypted or hashed password value, and several numeric values that define the account’s password-
aging policy. Therefore, “The hashed version of the user account's password” is a field in each applicable shadow entry. The
value is normally a one-way password hash together with information identifying the hash algorithm and salt; special values
may also represent a locked account or an account with no usable password.

“The number of days since the user account password was changed” is also stored. More precisely, this is the date of the
last password change expressed as the number of days since 1 January 1970. This baseline lets the system evaluate aging
rules consistently. “The number of days until the user account's password must change” corresponds to the maximum
password age setting: the permitted number of days after a password change before the password expires and must be
changed. These fields are documented in the shadow(5) manual page and are managed through account and password-
aging tools such as those described in the chage(1) manual page.
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