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Topic Break Down

Topic No. of Questions
Topic 1, Introduction to Secure Programming |11

Topic 2, Security Concepts 34

Topic 3, Threat Modeling 1

Topic 4, Secure Programming Practices 5

Topic 5, Secure Coding Practices 39

Topic 6, Secure Testing 9

Topic 7, Secure Deployment and Maintenance | 19

Topic 8, Mix Questions 1

Total 119
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QUESTION NO: 1

Daniel is configuring logging for a payment-processing application. Which two practices help protect the integrity and
confidentiality of security logs?

A. Restrict log-write access to authorized logging processes
B. Exclude passwords and session identifiers from log entries
C. Store security logs in a world-writable directory

D. Disable logging whenever an application exception occurs

ANSWER: AB

Explanation:

Restricting write access to authorized logging processes and excluding sensitive authentication data from log
entries are correct. Limiting who can modify log records helps preserve evidence and makes it harder for an attacker or
compromised application account to erase or alter events. Logs should also avoid containing passwords, session identifiers,
private keys, and full payment-card data because log repositories are frequently accessed by operational personnel and
monitoring systems.

Logging should provide sufficient context for investigation, such as time, event type, source, and outcome, but sensitive
values must be masked or omitted. Storing logs in a world-writable directory or disabling logs after an error weakens
detection and incident response. See the OWASP Logging Cheat Sheet and CWE-532: Insertion of Sensitive Information

into Log File.

QUESTION NO: 2

Travis is writing a website in PHP but is worried about its inherent vulnerability from session hijacking. What function could
Travis use to protect against session hijacking in his

PHP code?

A. Renew_session_id

B. PHP_id_renew

C. Create_newsession_id

D. Session_regenerate_id

ANSWER: D

Explanation:

session regenerate id() is the appropriate PHP function because it replaces the current session identifier with a
newly generated one while preserving the session data. Regenerating the identifier at security-sensitive points—most
importantly immediately after successful authentication or a privilege-level change—reduces the usefulness of a session ID
that may have been exposed, predicted, or fixed before login. PHP can optionally delete the old session data by calling
session regenerate id(true), which helps ensure that the prior identifier is no longer accepted by the application.
The PHP manual specifically recommends regenerating session IDs periodically and highlights session-ID regeneration as a
defense against session fixation. This should be combined with secure session-cookie settings, including Secure,
HttpOnly, and an appropriate SameSite value, plus HTTPS for the entire authenticated session, because regeneration is
one layer of session protection rather than a complete solution by itself. See the PHP documentation for
session_regenerate id() and OWASP guidance on Session Management.

QUESTION NO: 3
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What is the primary purpose of Address Space Layout Randomization (ASLR) on a modern operating system?
A. Randomize memory locations used by a process

B. Encrypt process memory using a private key

C. Prevent all memory leaks at runtime

D. Validate every function argument automatically

ANSWER: A

Explanation:

Randomize memory locations used by a process is correct. ASLR varies the base addresses of memory areas such as
executable images, shared libraries, the stack, and the heap. This makes it more difficult for an attacker to reliably predict
the address of useful code or data when attempting to exploit a memory-corruption defect.

ASLR does not correct the underlying out-of-bounds access and should be used with other mitigations, such as memory-
safe coding practices, stack canaries, non-executable memory protections, and compiler hardening. See CWE-120: Buffer
Copy without Checking Size of Input and the Microsoft compiler security documentation.

QUESTION NO: 4

What two encryption methods are used by the Secure Electronic Transaction system?
A.RSA

B. AES

C.DES

D. 3DES

ANSWER: AC

Explanation:

Secure Electronic Transaction (SET) uses RSA and DES as part of its hybrid cryptographic design. RSA is the public-key
method used for core trust functions, including digital signatures, certificate-based authentication, and securely protecting the
symmetric key material used for a transaction. This enables a cardholder, merchant, and payment gateway to establish
authenticated, verifiable exchanges without exposing private keys.

DES is the symmetric encryption method used to protect the confidentiality of transaction data. Symmetric cryptography is
appropriate for encrypting the larger volumes of payment and order information handled during a SET transaction because it
is much more efficient than public-key encryption. SET therefore combines RSA’s identity and key-management capabilities
with DES’s efficient bulk-data encryption. This combination is a classic example of hybrid encryption: a public-key algorithm
establishes or protects secrets, while a symmetric algorithm protects the actual data.

SET was designed by Visa and Mastercard to provide confidentiality, integrity, authentication, and nonrepudiation for card
payments. DES is a legacy algorithm and is no longer suitable for new systems, but it was one of the encryption
mechanisms specified in the historical SET architecture. See the NIST DES standard and the SET overview.

QUESTION NO: 5

Wayne is a gaming software developer for a large video gaming company in Los Angeles. Wayne has just completed
developing a new action/adventure game for the company that is to be released soon. To protect the company’s copyright on
the game, Wayne would like to incorporate a technology that will restrict the use of the digital files by controlling access,
altering, sharing, copying, printing, and saving. What technology does Wayne want to use?

A. ARM
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B. WRM
C. DRM
D. Diffusion

ANSWER: C

Explanation:

DRM is correct because Digital Rights Management is a collection of technical controls used by copyright owners to govern
how digital content may be accessed and used after distribution. For a video game, DRM can require authentication or
licensing before the game files run, bind access to an authorized account or device, and enforce permissions that limit
copying, redistribution, modification, saving, or other uses defined by the publisher. These controls help the company apply
its licensing terms to the game’s digital assets and deter unauthorized use or duplication.

DRM is not one single implementation; it can combine encryption, license servers, entitlement checks, access-control
mechanisms, and usage rules. The relevant feature in the question is the ability to manage rights associated with
copyrighted digital files rather than merely protect a network or encrypt data in transit. The World Intellectual Property
Organization describes digital rights management as technologies that enable rights holders to manage and control use of
protected works in digital environments. In the United States, the DMCA also includes protections related to technological
measures that control access to copyrighted works. See WIPQO: Digital Rights Management and U.S. Copyright Office:
Digital Millennium Copyright Act.

QUESTION NO: 6

Jay is using the EnTrial Key Generator software to create software keys for the programs he has created. To create the
unlock key in the software, what two inputs must Jay use?

A. Vector markup ID
B. Personal ID
C.GUID

D. Generated code

ANSWER: BD

Explanation:

EnTrial’s licensing workflow uses a challenge-and-response model to bind an unlock key to a particular installation and
registration request. The customer supplies the application’s Personal ID, which is the installation-specific value used by the
developer to identify the request. The developer then enters that Personal ID into the key-generation utility along with the
Generated code associated with the protected application or licensing configuration. EnTrial uses these values to calculate
the unlock key that the customer can enter to activate the software.

This approach helps ensure that an activation key is derived from values relevant to both the individual user request and the
application’s configured protection details, rather than being a generic serial number that can be freely reused. The resulting
unlock key is then returned to the user and validated by the protected program. This reflects the general secure-software
licensing practice of associating activation data with a unique client-side identifier and a developer-controlled licensing value.
For background on secure application protection and licensing concepts, see EC-Council Certified Secure Programmer and
OWASP Application Security Verification Standard.

QUESTION NO: 7

Harvey is implementing file-upload handling for a public Web application. Which two controls should Harvey use to reduce
the risk posed by uploaded files?

A. Store uploaded files outside the Web root
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B. Generate a server-side filename for each upload
C. Trust the Content-Type header supplied by the browser

D. Allow uploaded scripts to execute for authenticated users

ANSWER: AB

Explanation:

Store uploaded files outside the Web root and generate a server-side filename are correct. Keeping uploaded files
outside a directly served directory prevents a browser from requesting and executing or rendering an uploaded file through a
predictable public URL. A server-generated filename avoids trusting a user-supplied name that may contain path separators,
reserved names, misleading extensions, or collisions.

Client-provided MIME types and file extensions are not reliable security decisions because they are controlled by the
uploader. Allowing uploaded content to execute as server-side code creates an unnecessary and dangerous execution path.
See the OWASP File Upload Cheat Sheet.

QUESTION NO: 8

Melissa is developing a C application that receives a length value from a network packet before allocating a buffer. Which
two practices will help prevent integer-overflow errors during the allocation calculation?

A. Validate the received length against an application-defined maximum
B. Check for overflow before multiplying the count by the element size
C. Use a signed integer for every size calculation

D. Allocate the buffer before validating the length

ANSWER: AB

Explanation:

Validate the received length against an application-defined maximum and check for overflow before multiplication
are correct. A network-provided length is untrusted and must be constrained to a range that the application can safely
process. If an allocation size is calculated by multiplying a count by an element size, the multiplication must be checked
before it occurs, for example by verifying that the count is not greater than SIZE MAX / sizeof (element).

Using a signed type does not eliminate overflow and may introduce sign-conversion problems. Allocating first and checking
afterward is unsafe because the wrapped value may already have resulted in an undersized allocation. See SEI CERT C
INT30-C and CWE-190: Integer Overflow or Wraparound.

QUESTION NO: 9

Travis is working on some code in C# that will create a digital signature. What will the following snippet from his program
accomplish?

childkat.xml signnode = xmIDoc.NewChild("signature", ")
A. Create XML node to hold signature
B. Verify the XML signature

C. Checks to make sure the signature is valid and still usable

D. Tells the algorithm which signature to use
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ANSWER: A

Explanation:

Create XML node to hold signature is correct. The statement invokes NewChild on the XML document/object and
assigns the returned child node to signnode. The first argument, "signature", supplies the name of the new XML
element, while the empty-string second argument initializes its text content as empty. The resulting node can then be
populated with the generated digital-signature data, such as the signed value, signature algorithm information, key details, or
related XML Signature elements.

This operation is a document-construction step, not a cryptographic signing or verification operation itself. In an XML-based
signature workflow, the application must first create an appropriate place in the XML structure for signature material before
adding the encoded signature and its associated metadata. The Chilkat XML APl documents NewChild as a method for
adding a child XML node and returning the created XML object: Chilkat C# Xml Reference. The broader XML Signature
specification likewise defines a Signature element as the XML structure that carries digital-signature information: W3C
XML Signature Syntax and Processing.

QUESTION NO: 10

Fred is planning on using the windows socket application ClientApp.exe program to create a client-side application that his
employees will use. This program will access backend programs from two different remote sites over WAN connections. If
Fred does not make any modifications to the ClientApp.exe default settings, what port must he have the network engineer
open in order for the application to communicate?

A. 21
B. 23
C.25
D. 80

ANSWER: D

Explanation:

The correct setting is 80. With ClientApp.exe left at its default configuration, the client establishes its outbound socket
connection to the remote service using destination port 80. Therefore, the WAN firewalls or access-control devices between
the employees and the backend sites must permit the relevant client-to-server traffic to destination TCP port 80, as well as
the return traffic for the established session. Socket applications do not communicate merely because a WAN path exists:
the client’s configured destination address and port must be reachable, and filtering controls must allow that connection. In
the Winsock programming model, a client supplies the remote endpoint when it calls connect; the endpoint includes a port
number. Microsoft documents this behavior in its Winsock connect function reference. Port 80 is the registered service port
for HTTP in the IANA Service Name and Transport Protocol Port Number Registry, available at IANA’s port registry.
Because no ClientApp.exe defaults are being changed, the network engineer should preserve the application’s expected
default destination port rather than selecting a different common service port.

QUESTION NO: 11

Heather has built a new Linux kernel for her machine and wants to use the grub boot loader.
Which file should she edit to tell the computer how to boot up properly?

A. /boot/grub/menu.lst

B. /usr/src/linux/arch/i386/boot/menu.lst

C. /etc/dev/boot/menu.lst

D. /etc/boot/lilo.conf
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ANSWER: A

Explanation:

/boot/grub/menu. lst is the correct configuration file for the legacy GRUB boot loader assumed by this question. GRUB
Legacy uses this file to define the boot menu and the instructions for loading an operating system. After building a kernel, an
administrator would add or update a menu entry that identifies the kernel image, supplies the appropriate root filesystem
argument, and, where applicable, specifies the initial RAM disk image. At startup, GRUB reads this configuration and
presents or selects the configured kernel entry, allowing the machine to locate and boot the new kernel correctly.

The filename is historically associated with GRUB Legacy, which was widely used by Linux distributions and is the expected
context indicated by the wording and answer set. GNU’s legacy GRUB documentation describes the menu configuration file
and its menu-entry directives: GNU GRUB Legacy Manual. Modern systems commonly use GRUB 2, whose generated
configuration is typically /boot/grub/grub.cfg and is managed through distribution-specific source files and update
commands. However, for a question specifically referring to the legacy menu. 1st layout, /boot/grub/menu. 1st is the
appropriate file.
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